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Episerver CMS - Development Fundamentals

421 . Episerver CMS - Development Fundamentals

Introduction

In this course, we cover the fundamental development
concepts and skills that are needed to develop for the
Episerver CMS platform.

Episerver

Prerequisites are experience with Microsoft Visual Studio 2015 or later, ASP.NET MVC, and web front end
technologies.
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2L Introduction - About the course

Find for
Developers (1 day)
Course tracks for developers

http://www.episerver.com/services/education/services-education-courses/developers Developing for
DXC Service (1 day)
CMS Development @
Fundamentals (3 days)

CMS Advanced
Development (3 days) @

CMS Development @
Fundamentals (3 days)

Commerce Development
Fundamentals (3 days) E

Commerce Advanced
Development (3 days) E

Commerce Development
Fundamentals (3 days)

CMS & Commerce

CMS Masterclass
+ exam (2 days) @

Episerver CMS - Development Fundamentals

This step-by-step guide-style training course focuses on developing core functionality for Episerver CMS
solutions, including defining custom content types and templates, handling media, reusing shared content,
implementing navigation and indexed search, and optimizing, securing, and deploying websites, both on-
premise and in the cloud.

Episerver CMS - Advanced Development

This cookbook-style training course is a deep dive into development with Episerver CMS with focus on
reviewing the fundamentals and then customizing and extending the Episerver platform following
recommended good practice. You will learn how to use APIs for taking control of content approvals, user
notifications, and key performance indicators, you will integrate data with partial routers and a combination
of scheduled jobs and system-level content events, and you will integrate Episerver Find and Episerver
Social microservices to build advanced features into your websites.

Episerver CMS - Developer Boot Camp

Get up to speed with Episerver CMS development - fast! Join our Developer Boot Camp and get set to both
take on real world projects with Episerver CMS and prepare to test your competence with the Episerver
Certified Developer for Episerver CMS 11 exam. This course includes all the content from our Development
Fundamentals and Advanced Development training courses in an accelerated format.

Episerver Commerce — Development Fundamentals

Learn how to work with the different parts of Episerver Commerce and after the course you should be able
to build your first e-commerce solution from scratch.

Episerver Commerce - Advanced Development

Get the knowledge and understanding of how to work with our Commerce platform and API. The course
highlights many abilities of the platform for being able to create a feature rich and automated website built
with Episerver Commerce.

Developing for DXC Service

Learn how to successfully develop Episerver solutions for the cloud, taking into account development,
deployment, and security considerations, so that you avoid the common traps and have a smooth
productive experience with Episerver’'s DXC Service.

Episerver Find for Developers

Learn all about the magic behind Episerver Find. With this course you will get the skills necessary to build a
powerful search function, including automatic landing pages and dynamic navigation.

Copyright © Episerver AB. All rights reserved.
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Course agenda

* Introduction

* Module A: Getting Started with Episerver CMS
* Module B: Defining Content Types

» Module C: Rendering Content Templates

* Module D: Working with Blocks

* Module E: Navigating Content

* Module F: Working with Episerver Framework

» Module G: Optimizing, Securing, and Deploying
» Course Summary

Module A: Getting Started with Episerver CMS

In this module, you will have a walkthrough of the Episerver user interface for Content Editors, Marketers, and
Administrators, learn how to install the product and how to setup your development environment, and finally
create a minimal Episerver website.

Module B: Defining Content Types

In this module, you will learn how to define content types with properties, and how to render them with
content templates. You will learn about the important attributes that control how a content type and its
properties are registered with Episerver CMS.

Module C: Rendering Content Templates

In this module, you will learn about content areas, display channels, display options, and tags for selecting
between multiple templates for a content type.

Module D: Working with Blocks

In this module, you will learn about the two uses of blocks: as an item of shared content and as a property
type.

Module E: Navigating Content

In this module, you will learn how to create content listings and menus using IContentLoader and common
filters, and you will learn how to work with the built-in search for Episerver CMS.

Module F: Working with Episerver Framework

In this module, you will learn about the Episerver architecture and framework, know the various important
classes and abstractions.

Module G: Optimizing, Securing, and Deploying

In this module, you will learn about deployment options and tools, and how to secure and optimize an
Episerver website.

Copyright © Episerver AB. All rights reserved.
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Recommendation

If you copy and paste solutions, then do so from
the exercise files ZIP rather than from the exercise
book PDF to avoid broken lines due to formatting.

Course exercises and their dependencies

Module A exercises start with the Alloy (MVC) reference site to demonstrate features for Editors and
Administrators. Module B and later exercises build up a complete Episerver CMS website starting from
the Empty project template. Modules F and G exercises return to using the Alloy (MVC) site.

You must complete some earlier exercises in order to complete later exercises.

Starts with Alloy (MVC) Starts with Empty
template A2 - A4 template cl-c4 <
D1 - D4

Modules A, F, and G use the Alloy (MVC) project template.

Alloy (MVC) is a website for a fictional company named Alloy that shows many Episerver CMS features and is
implemented following Episerver good practices. But it is not designed as an example of a massively scalable
website.

The Alloy (MVC) project template makes use of built-in functionality like categories, personalization, and
blocks to illustrate some possibilities when implementing dynamic websites with Episerver CMS. Use Alloy
(MVC) to inspire and guide you to success with your own custom websites.

Modules B to E use the Empty project template. This provides a minimum set up for an Episerver website, but
does not include any content type or templates, so visitors will see a 404 Missing resource error, but CMS
Editors and CMS Admins can manually enter /EPiServer/CMS/ to log in to the Episerver CMS user interface.

Copyright © Episerver AB. All rights reserved.
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About Microsoft Visual Studic ? X

_ Visual Studio
Software requirements

Microsoft Visual Studio Community 2017 Microsoft NET Framework
) ) ) Version ‘15:6.6 i Version 4. ?‘02’;56
. M |Cr030ft VlSUal StUle 2015 or ilzow Microsoft Corporation. @ 2917M.¢.oso(n Corporation.
. rights reserved All rights reserved.
2017 (with latest updates)
Extensions and Updates ?
* Episerver CMS Visual Studio p—— Sort by [Most Recent <] Episerver
Extension 11.3.0.359 or later S

(includes Episerver CMS 11.5.4)

Toals Automatically update this extension

Starch Resuts tVisual Studio a5
. . b Online g thic 2atting.
Links to older CMS extension b
VerSiOnS: t Roaming Extension Manager
http://world.episerver.com/download/Items/ e o i
Episerver-CMS/visual-studio-cms-extensions/ None

Change your Extensions and Updates setfings

Cose |

If you are using an Episerver virtual machine, it will have:

* Microsoft Windows 10 Enterprise with 1IS

* Microsoft Visual Studio 2017

* Microsoft SQL Server Management Studio and SQL Server LocalDb
* Microsoft Azure SDK

* Microsoft Edge, Internet Explorer 11, Firefox, Chrome

If you would like to use your own PC, use the following guide, available as a PDF:

» Setting Up Episerver Sites for Training

Copyright © Episerver AB. All rights reserved.
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21 Introduction - Getting more information Changes in EPiServer.CMS.Core 11.1.0

Filter by
OBug ®@Feature OAll

Id Type Package  Title Released
KnOWIng Where to get help CMS-7735 Feature EPiServer.CM  Improve performance when loading Nov 212017
S.Core 11.1.0 large amount of uncached content
Episerver World is where you go to read the CMS-7700 Feature EPiServer.CM  Remove explicit Versionable Nov 212017
. S.Core 11.1.0 implementation on PageData

documentation for CMS developers:

. CMS-7212 Feature EPiServer.CM  Improve PropertyList<T> and remove Nov 212017

*  http://world.episerver.com/cms SCorelll0  beta

Ask questions and make feature requests CMS-4181  Feature EPiServer.CM  Ensure manually and automatically Nov 212017
H . S.Core 11.1.0 registered templates shares the same
in the forums: e

*  http://world.episerver.com/forum
*  http://world.episerver.com/forum/developer-forum/Feature-requests/

CMS 11.1 or later requires

Raise a support ticket and view answers in knowledge base: « Commerce 11.5 or later
*  http://world.episerver.com/support * A/Btesting 2.5 or later
You can find a list of fixed bugs and new features about a * Forms 4.9 or later

* Find 12.7 or later

specific release: + Social Reach 2.3 or later

©  http://world.episerver.com/releases and « Google Analytics 2.0 or later
http://world.episerver.com/documentation/Release-Notes/ .

Languages 3.1 or later

Howoy, v SR
WI Search for.. m

Add-ons Documenta Forum  Support
Summer 2017 Developer & Editor Meetup Latest from Episerver development teams
Chicago, June B - Register now for the Developer & Editor meetup! Content Approvals Require comments for Decline and Approve

Apr10. 2017 - All posts fram The CMS blog

Payment providers with abstraction apis [10.5.0 - 2017) l
Apr15. 2017 - All posts from The Commerce blog
rq Episerver coders o
Exceptions in Find 8
Webinar recordings - see Videos for previous Episerver coders webinars Dec 08. 2018 - All posts from The Find blog E
[]
E Getting Started with Comments o
Episerver Commerce in Gartner Magic Quadrant 2017 112477 2017 Al posts from The Soctstblog
of
+
Episerver acknowledged for ability to execute and vision completeness. @
Download the Gartner Magic Quadrant for Digital Commerce 2017 Episerver releases Releases and features @
By Ass Sundin [
—Or why you don’t have to ask Weekly updates 8
“When is the next Episerver version

Blog posts

coming?” Many software companies Release notes

release new versions of their
From the entire Episerver community of developers implementing solutions N .

Episerver support

Information about general developer support, as well as support for cloud-based and other solutions managed by Episerver. Log in with your Episerver World
account to access more support services, such as the bug list.

Get more support info a-‘ View our bug list L!l IL(?‘ZL:;:;;T:E: fneur p Contact Expert services

@ Developer Support oy Managed Services
Episerver Developer Support provides general product support for eligible Operational support for solutions within the cloud-based Episerver DXC
customers and partners. Service offering, as well as other solutions managed by Episerver.
Register incident & Register incident
Developer Support Managed Services
To register an incident, you must be a registered user on Episerver World To find out the status of our services, see status.episerver.com.

and your user account must be connected to an Episerver partner company. Pending incidents

Copyright © Episerver AB. All rights reserved.
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Episerver product team blogs
The Cloud Team blog o

http://world.episerver.com/product-blogs/the-cloud-blog/

Issue with modules not being found in CMS 11

The CMS Tea m blog Jan 08, 2018 - All posts from The CMS blog
; http://world.episerver.com/product-blogs/the-cms-blog/ j Increased Flexibility i Commerce Catalog URLs
Jan 22, 2018 - All posts from The Commerce blog
E The Commerce Team blog

http://world.episerver.com/product-blogs/the-commerce-blog/

Using Personalized Find
Oct 20, 2017 - Al posts from The Find blog

What is Intelligent Campaigns?

Nov 15, 2017 - All posts from The Campaign blog

m The Find Team blog

http://world.episerver.com/product-blogs/the-find-blog/

http://world.episerver.com/product-blogs/the-campaign-blog/

(01 Get started with Episerver Perform for personalized product recom...
N

)
. Getting started with Activity Streams: Part 1
The Campaign Team blog m Sop 2, 201 - A post i T Soci bog

% The Social Team blog
http://world.episerver.com/product-blogs/the-social-blog/ Content type filter when creating a new content

jov 08, 2017 - All posts from The Personalization blog
Jan 25, 2018 - All posts from The Add-ons blog
The Personalization Team blog
(D] . . . Support for IQueryable data sources
http://world.episerver.com/product-blogs/the-personalization-blog/ Aug 02, 2017 - All posts from The Extron CMS blog

Issue with modules not being found in CMS 11
Posted: Jan 08, 2018

Hello everyone! | want to quickly address the issues around add-on modules not being found after upgrading
to CMS 11 before misinformation starts to spread. Marija mentioned some of these issues in her previous blog
post http://mariajemaria.net/u... [Z8

By: Ben McKernan
Views: 774
Rating: Trrdrdr iy

Pin the top menu in the Episerver Ul
Posted: Dec 19, 2017

The Episerver Ul now has the ability to pin the menu at the top of the screen as a core feature. Its possible to
do this by clicking the icon once the menu is opened as shown below: Your browser does not support HTML5
video. This feature is...

By: David Knipe
Views: 875
Rating: Wrirdrdr iy
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CMS documentation

Developer guides
v CMs

» Getting started

» Add-ons
Architecture
BLOB storage and providers

» Caching
Client resources

» Configuration

» Content

» Deployment

» Dynamic content [Legacy
functionality)

» Dynamic Data Store

» Editing

» Event management

» Forms

» Globalization

» Initialization

» Logaing

http://world.episerver.com/documentation/developer-guides/CMS

Episerver CMS Developer Guide

= Getting started
= Setting up your development environment

» Creating your project
» Creating a start page

Developing the fundamentals

% Content @ Dynamic content
{é} Rendering Logging
@ User interface CI.) Scheduled jobs

Copyright © Episerver AB. All rights reserved.
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Demonstration sites and open source solutions

We have a set of public demo sites available demonstrating possibilities with the Episerver platform.
* Feel free to explore and use any of these sample websites.
» Demo sites are refreshed and reset on a daily basis.

* You'll find links to presentations about the demo sites with scenarios and logins.
http://world.episerver.com/download/demo-sites/

The following link has a version of the Alloy reference site containing additional features for demoing
PUrposes: https://github.com/episerver/AlloyDemoKit

Episerver on GitHub: http://www.github.com/episerver/

Episerver
The only platform that puts Digital Content, Commerce and Marketing in one screen.
Stockholm, Sweden http:/fworld.episerver.com per.ivansson@episerver.c...
[ Repositories People 3
Type: All = Language: All =
. Top languages
AlloyDemoKit planguag
A version of the Alloy reference site containing additional features for @C#  JavaScript @Java @ ASP
demoing purposes PLSQL
PLSOL W41  ¥44  Updated 20 hours ago
People 3>
Quicksilver
bjuris
EPiServer Commerce MVC Reference Architecture

Per Bjurstrém

Copyright © Episerver AB. All rights reserved.
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Feature videos

For editors and administrators: IETEM episerver cms
webhelp.episerver.com/latest/ _online-only- T =

topics/videos.htm

For developers:
http://world.episerver.com/documentation/videos/

Dynamic Data Store [DDS)

How to work with DDS for saving, loading, and
searching of data types [Episerver Coders].

} Managing access rights Publishing content

> 454) % IO SWISTIA
Episerver on YouTube
https://www.youtube.com/user/EpiserverAB
Episerver « Subscribed | @ | 578
Home Videos Playlists Channels Discussion About
“ Uploads v Date added (newest) v Grid v

Welcome to Episerver Ascend Welcome to Episerver - People Episerver Find Luminos Labs and Episerver
2017 Nordic 2016 - Conference about  First Technology 448 views - 9 months ago 132v * 9 months ago

118 views » 5 months ago 257 views - 8 months ago 2,048 views - 9 months ago

R i 218
Mirum and Episerver Episerver Advanced CMS Episerver Projects Overview Episerver Templates and Master ~ Episerver Web Forms
140 views * 9 months ago Authoring 308 views - 10 months ago Layouts 371 views * 10 months ago
596 views - 10 months ago 459 views - 10 menths ago

Copyright © Episerver AB. All rights reserved.
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Partners and EMVPs with useful blogs about Episerver

» Ted & Gustaf: Episerver Premium Partner. https://tedgustaf.com/blog/

« AIf Nilsson talks: Babble about EPiServer, and other development. https://talk.alfnilsson.se/

» David Knipe: former EMVP, now Principal Solution Architect, Episerver UK. https://www.david-tec.com/
- Deane Barker: Chief Strategy Officer, founding partner at Blend Interactive. http://gadgetopia.com/

* Fredrik Haglund: independent consultant and Episerver trainer. http://blog.fredrikhaglund.se,

* Aria Zanganeh: software developer who is passion about technology. http://azanganeh.com/

 Maris KrivteZs: EPiServer and front-end development at Geta. http://marisks.net/

» Watdis lljuczonok: http://blog.tech-fellow.net/

 Episerver Fellow: http://fellow.aagaardrasmussen.dk,

= Jon D. Jones: UK consultant who regularly blogs about CMSes. http://jondjones.com/

If you do not have a background with Web Content Management Systems (WCM/CMS), then we recommend
this book. It is not specific to Episerver.

https://www.amazon.co.uk/Web-Content-Management-Features-Practices/dp/1491908122/

Deane Barker is an Episerver Most Valued Professional (EMVP): http://world.episerver.com/emvp/

OREILLY"

o
2

Web Content
Management

SYSTEMS, FEATURES, AND BEST PRACTICES

Deane Barker

Copyright © Episerver AB. All rights reserved.
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Grzegorz Wiechec

Grzegorz Wieche¢

One of the best Episerver developers on the planet... and he shares his skills by ,

Develaper and Certified EPiServer

blogging articles about how to customize and extend Episerver products.
» Hide tabs and properties in edit mode https://gregwiechec.com/2018/03/hide-tabs-and-properties-in-edit-mode,

» Converting pages in edit mode https://gregwiechec.com/2018/02/converting-pages-in-edit-mode
» Switch button property https://gregwiechec.com/2018/01/switch-button-property, showpageimese ()
* Icons in Edit Mode Tabs https://gregwiechec.com/2018/01/icons-in-edit-mode-tabs/

» Additional header properties https://gregwiechec.com/2018/01/additional-header-properties/

* Content ChildrenGrid View https://gregwiechec.com/2017/11/content-childrengrid-view,

* How to turn off autopublish in ContentArea nttps://gregwiechec.com/2017/07 /how-to-turn-off-autopublish-in-
contentarea/

* Deleting single file from trash https://gregwiechec.com/2016/06/deleting-single-file-from-trash/

Deleting single file from trash

- JE3 O

Trash Empty Trash |
Q Removed by | anyone ~
Name Removed By
[ News Page 3 Today, 1:06 PM you
[ News Page 2 Today, 1:06 PM you Delete permanently Restore
[ News Page 1 Today, 1:06 PM you

Content ChildrenGrid View

B + + B

[ Start ‘§—|
+ Start = View Trash
Q ! [[] Include descandants [[J All languages

Content name Status Type Created by Menu |Languages

[} About Us Published AboutUsPage grzegorz v =] Edit  Preview

[ contact Us Published ContactUsPage grzegorz v =2 Edit Preview

[ News Published NewsListPage grzegorz 4 =i Edit  Preview

[ Products Published ProductsListPage grzegorz v BHi3 Edit Preview

Copyright © Episerver AB. All rights reserved.
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Troubleshooting tips for Visual Studio

Try closing and re-opening views (.cshtml)
Sometimes Visual Studio mistakenly shows errors in views even after the error has been fixed.

Try closing and re-starting Visual Studio
Sometimes Visual Studio gets confused. Exiting and re-starting sometimes fixes it.

Disable ASP.NET’s optimized compilations
If you get ASP.NET dynamic compilation errors, disable optimizeCompilations in the root Web.config:

<system.web>
<compilation debug="true" targetFramework="4.6.1" optimizeCompilations="false" />

Once it’s working again, reset back to true for faster performance. ©

Server Error in /' Application.

There is no build provider registered for the extension '.cshtml'. You can register one in the <compilation><buildProviders>
‘Web' or ‘All",

Disable Visual Studio’s Browser Link
If the browser seems to hang while drawing the Episerver Ul, it may be Visual Studio’s Browser Link feature
interfering with our Dojo library: disable Browser Link to prevent the JavaScript error.

Reset IIS or IIS Express
Use the iisreset command line to stop and restart IS or use the Taskbar tray icon for IS Express, as shown
in the following screenshot:

| View Sites _—
‘ CMs11 i Browse Applications

Show All Applications ‘ http:/localhost:63445/

Exit Stop Site

Empty ASP.NET Temporary Files folder
By default, the dynamic compilation of views stores the assemblies (*.dll) in a temporary folder. Stop the site,
shut down Visual Studio, and clear the folder sometimes fixes issues.

Disable Web Sockets on Windows 7 (to hide error messages about no real-time communication)

<add key="Epi.WebSockets.Enabled" value="false" />

http://world.episerver.com/documentation/developer-guides/CMS/user-interface/websocket-support

Copyright © Episerver AB. All rights reserved.
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Module A
Getting Started with

Episerver CMS

In this module, you will have a walkthrough of the Episerver user
interface for Editors, Marketers, and Administrators, learn how to
install the product, setup your development environment, create
an example Episerver website, and manage security,
personalization, and localization.

Episerver

Copyright © Episerver AB. All rights reserved.
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Module agenda

* Overview * Editing content * Personalizing content

* Installing and updating » Content versions  User Profiles, Visitor Groups, and smart

- Breaking changes - Multi-user editing content

« Visual Studio Extension « Publishing content * Managing content

« Exercise A1 - Episerver CMS - - Media assets * Projects

Installing and updating « Rich text and images « Content approvals

* Working areas - Forms * A/B testing

« Edit view and Admin view * Reusing content * Exercise A4 - Managing content
* Authentication and authorization * Exercise A3 - Editing * Internationalization

* Access rights content « Localizing content

* Exercise A2 - Authentication * Localizing content types

and authorization * Exercise A5 - Internationalization

Copyright © Episerver AB. All rights reserved.
Page 24




Episerver CMS - Development Fundamentals

2 /1 Module A - Getting Started with Episerver CMS - Overview

Quick Demonstration

 Visitor navigates Alloy products and searches for ‘team’.
» Editor changes Alloy product name and main body.
Why use a CMS? * Admin runs scheduled job and assigns access rights.

What are the benefits of using a Content Management System?
Why not just build a site with Microsoft ASP.NET MVC?

1. Easy for non-technical people to create professional well-structured content.
Flexible access control lists for applying permissions to content.

D CMS~ W Commorcow @ Marketing v

2.
3. Localize content into multiple human languages.
4. Control publishing workflow and multiple versions.

CMS for editors

Developers should know about CMS features for S

Creating content

editors and administrators, so read the User Guides: Episerver Onlit o0

http://world.episerver.com/documentation/ltems/user-guides/ jort varsions
= The user guide to Episerver CMS, Com b

Controlling the publishing process »

Homework, Learn basic editing
http://world.episerver.com/documentation/developer-guides/CMS/getting-started/learn-basic-editing/

Links to Developer Guide and User Guide topics for Module A:

* Installing and updating: http://world.episerver.com/documentation/developer-guides/CMS/getting-
started/

» Visual Studio Extension: http://world.episerver.com/documentation/Items/Installation-
Instructions/installing-episerver.

* Working areas: http://webhelp.episerver.com/latest/getting-started/user-interface.htm

* Authentication and authorization: Access rights: http://webhelp.episerver.com/latest/cms-admin/access-
rights.htm

» Editing content: Media assets: http://webhelp.episerver.com/latest/platform/media.htm

» Editing content: Rich text and images: http://webhelp.episerver.com/latest/cms-edit/editing-content.htm

* Editing content: Forms: http://webhelp.episerver.com/latest/cms-edit/working-with-web-forms.htm

* Editing content: Personalizing content: http://webhelp.episerver.com/latest/cms-edit/personalizing-
content.htm

» Editing content: Projects: http://webhelp.episerver.com/latest/cms-edit/projects.htm

» Editing content: Content approvals: http://webhelp.episerver.com/latest/cms-edit/content-approvals.htm

» Editing content: A/B testing: http://webhelp.episerver.com/latest/cms-edit/ab-testing.htm

* Internationalization: http://webhelp.episerver.com/latest/platform/working-with-multiple-languages.htm

Copyright © Episerver AB. All rights reserved.
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Types of site built with Episerver products and services

* Transport hub, Gatwick airport: https://www.gatwickairport.com/

» Educational organization, Roehampton University:
https://www.roehampton.ac.uk

» Restaurant, Pizza Hut: https://www.pizzahut.co.uk/
* Sports organization, English Football League: https://www.efl.com/

» Get inspired by our customer cases
https://www.episerver.com/solutions/our-customers/by-industry/

Champianaaip Fis

February

@

https://www.episerver.com/solutions/our-customers/by-industry/

Get inspired by our customer cases

Browse over 30,000 websites built on Episerver. Here are a few.

Industry Country

Show All v United States Vv 975 Hits

il

N

e
Jenson USA Vertiv Premier Designs University of Redlands
Implemented by: Luminos Implemented by: Luminos Implemented by: Luminos Implemented by: Blend
Labs [Formerly Techromix Labs [Formerly Techromix Labs [Formerly Techromix Interactive Inc.
Solutions]) Solutions]) Solutions) Country: United States
Country: United States Country: United States Country: United States

Copyright © Episerver AB. All rights reserved.
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System overview and your customized website

Windows Server Web Server

Customized Solution
Editors { Content

Customized Solution Administrators{ Access Rights

Episerver CMS API

Episerver Framework API & Ul
ASP.NET <.
.NET Framework SQL Server

4 ‘emporaryflepository
IS PEIE1EED [ Episerver CMS AP ] i

Episerver Framework API

Edit/Admin Ul

Webslte assets
| EPiServer
2 oy

System Integration

4 ) appesta
blobs

Developers Functions

Geolocation

Index

Graphical Website Design

Modules

ModulesRepository
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Episerver Framework and Episerver CMS APIs are what supports version management, preview, workflow,
access rights, etc. These are functions that enable you to work in Edit mode as an editor. It is the platform that
is available in different versions and developed continuously.

On top of the platform is the customized solution, which makes the website different from other websites.
Certified partners create the customized solution in cooperation with the customer. In slightly simplified

terms, the customized part can be divided into the following parts:

1. The access rights for editors and visitors to different pages.

2. The content on the website, which is stored in a database. Any images and documents are stored
outside the actual Episerver CMS on a suitable data source.

3. The company’s branding is saved in a format template (CSS). This contains the predefined fonts,
colors, etc. that are to be used on the website.

4. A number of different functions that visitors can use on the website, for example, participating in a
discussion forum, sending an e-mail with a link to a page or printing a page. Each function is normally
linked to an individual page template.

5. If applicable, integration with other systems. For instance an e-commerce or a community module,
with a wide variety of integration methods available.
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How it all comes together - MVC

Website visitor
(+ Episerver Edit)

Visual Studio (+ Episerver Admin Ul)

.cshtml .cs

.cshtml View Model Page

Partial Content Type Object
View -CS Cache

.cs Controller
Partial Content
Controller Template Property
(optional)
Partials
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Terminology
A content type defines a set of properties.

* Through these properties the content type defines the way in which content can be entered into a
page, block, media asets, or other type of content. A content type can be associated with multiple
content templates, which is useful when publishing content in multiple scenarios. Content types can
be created from code or from Admin view.

A contentitem is an instance of the .NET class that defined the content type.
* Content items are used by editors in Edit view to set the properties and fill them with values.

* When a content item is requested by a visitor, the most suitable content template that is associated
with the content type is used to render the content.

* Content templates consist of markup, calls to HtmIHelper extension methods, and dynamic
programming logic. Content templates in Episerver CMS can be created using either ASP.NET Web
Forms or ASP.NET MVC, but we recommend new websites use ASP.NET MVC.

Strongly Typed Models

The content system in Episerver CMS supports strongly typed models. This means that when a content item is
requested, the instance will be created as the model type that is associated with the content type in question.
The APIs contain generic classes and methods to return typed objects and there is also the possibility of
defining content types through annotations in code. The detection of code-defined content types is handled
via class and property attributes. During site initialization all assemblies in the bin folder are scanned and all
class types that implement IContent are passed to the synchronization engine. The annotation information is
constructed by merging the annotated settings with the settings stored in the database using the
administrative interface. Any automatic properties on your content type class will reflect the values of the
backing PropertyData collection without the need of writing any code.
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Creating and displaying an Episerver CMS web page

Create web pages

In the CmsEditors role

In the Everyone role ﬁl
D S—
Visitor group Q o

Rendered for display

Ab
E channels

- 4 [
Personalized web pages K
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1. When an editor logs on to the website, the system will control what the editor can do and where on the
website.

2. Editors will create content in page types, working with content blocks and page layout. Content such as
text and links are stored in the database.

3. When a visitor enters the web page, access rights are checked as well as membership in any defined
visitor groups and language settings. Depending on these, content starts to load.

4. The graphical design for the website is retrieved together with any images, videos or documents linking
to the page.

5. The final web page is assembled and displayed using the appropriate page template, depending on
the display device selected by the visitor accessing the page.
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‘ Load Balancer ‘

Development versus production environment , W
Visitor Server Visitor Server

Editor Server
Programmer’s Laptop s IS
IS) L ) §
IIS Express %
Scheduled Jobs ...lots of configuration changes
S BLOBS + required for production servers.
LocalDb Index
¢ y Database Server File Server |~ Index Server
A ject’'s Web fig is fi BLOB e RESE
new project’s Web.config is for S - ngle
development not production... SQL Server

See Notes for DXC Service configuration with combined Editor/Visitor servers.

On-Premise decoupled production deployments

When deploying to production on-premise, you will typically have less flexibility in the number and size of
servers and in the depth of security available. Therefore we recommend that you configure a separate server
(or servers) for Editors with the Episerver Ul enabled, and configure separate load balanced servers for Visitors
with the Episerver Ul and some features disabled. This provides more control, security, and improved
performance and scalability.

http://world.episerver.com/documentation/developer-guides/CMS/security/decoupled-setup,

Cloud production deployments

When deploying to production in the cloud, you will typically have more flexibility in the number and size of
servers supporting automatic scaling up and down, and have in depth security with multiple layers: Microsoft
Azure infrastructure with permanent Red Teams performing penetration testing, a dedicated Web Application
Firewall with rules applied within seconds of newly discovered vulnerabilities, and so on. Therefore all servers
for Editors and Visitors can have identical configuration and enabled features.

http://world.episerver.com/documentation/developer-guides/CMS/security/Securing-edit-and-admin-user-

interfaces/
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Episerver CMS product installation

* Installation guide: https://world.episerver.com/documentation/developer-guides/CMS/getting-started
* Installing Add-Ons: NuGet packages only (Add-ons store has been removed in CMS 11)

You can manually install the Add-ons store but it is not recommended:
https://world.episerver.com/blogs/Ben-McKernan/Dates/2018/1/issue-with-modules-not-being-found-in-cms-11/

* Licenses: only instance-bound starting in January 2018
» System requirements for Episerver CMS 11 or later
* Microsoft Windows Server 2012 or higher
* Microsoft Internet Information Services (IIS) 8.0, 8.5, or 10
» Microsoft SQL Server 2012 or higher
* Microsoft .NET Framework 4.6.1 or any later compatible versions
* Microsoft Internet Explorer 11, and two latest versions of Mozilla Firefox and Google Chrome

Installing Episerver (first time installation)
http://world.episerver.com/documentation/Items/Installation-Instructions/installing-episerver,

Available Add-Ons

http://world.episerver.com/add-ons-page,

Licenses

A license is not required for Episerver when using Visual Studio Express & IS Express. A demo license can be
requested good for 45 days if needed.

https://license.episerver.com

System Requirements for Episerver CMS - Development Environment

Note that these requirements were correct at the time of writing and could have changed since.

The full and up-to-date System Requirements, including Production Environment and Client requirements for
Editing, are available on Episerver World: http://world.episerver.com/documentation/Items/System-
Requirements/System-Requirements—Episerver,

Note that the requirements are different for a production server and a development and demonstration
environment. You will need the Development and demonstration environment setup for this course or when
you develop solutions on your local computer.
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Episerver releases and new features

Episerver uses semantic versioning, e.g. 11.5.4 . Release notes and documentation
Name the numbers and what do they mean? - Episerver World
* Major: breaking changes  Updates to add-ons
. . - NuGet
* Minor: new features and non-breaking changes e

- Build/Revision/Release/Patch: bug fixes * Continuous product Edit view Rt o
updates
- NuGet feed
New releases are usually every week: Pt G "
http: world.episerver.com releases/ SHOHI SRS HEEROE

Release notes:
http: world.episerver.com documentation Release—Notesz

New features are marketed usually twice a year:
http://world.episerver.com/features,

Product updates are published weekly on the NuGet feed. By doing this we can get new functionality and fixes
out as soon as they are ready and respond quicker to feedback from our user and developer community.

More detailed information on package content and how to install the updates to your site(s) is available on
Episerver World: http://world.episerver.com/releases

Versioning

We will use semantic versioning according to semver.org to version our packages and specify dependencies:
[Major].[Minor].[Patch].[Build]

Given a version number MAJOR.MINOR.PATCH, increment the:

. MAJOR version when you make incompatible API changes,
. MINOR version when you add functionality in a backwards-compatible manner, and
. PATCH version when you make backwards-compatible bug fixes.

Note: Microsoft names the version numbers: MAJOR.MINOR.BUILD.REVISION
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Configuring the Episerver NuGet package source

Episerver NuGet feed Options T
https://nuget.episerver.com/feed/packages.svc/ Search Options (Cli+E £ Available package sources: + X ¥
: ¥ Debugging " [ nugetorg
Use HTTPS for enhanced securlty. b Performance Tools " https://api.nugetorg/v3/indexjson
b Azure Data Lake Episerver NuGet Feed
. b Container Tools https://nuget.episerver.com/feed/packages.svc
Episerver NuGet Feed Explorer b Cross Platform
. . b Database Tools
Filter by creator e.g. Episerver b F# Tools
X . b GitHub for Visual Studio
http://www.david-tec.com/episerver-nuget-feed- 4 NuGet Package Manager
exglorer { General
Package Sources Machine-wide package sources:
b PowerShell Tools | &2 Micrasoft Visual Studio Offline Packages
b Service Fabric Tools CAProgram Files (xB6)\Microsoft SDKs\NuGetPackages\

I SQL Server Tools

b Test

b Text Templating

b Web Name: |Episerver NuGet Feed

b Web Forms Designer Source: |https://nuget episerver.com/feed/packages sve . Update

o

What does continuous delivery mean?
From version 7.5, Episerver has implemented continuous delivery. This means:

Weekly updates for Episerver products.

Market releases a few times every year that summarize the updates since the previous market release,
with mainly a user interface focus.

Installation via NuGet only; Deployment Center is gone.

Installed version can be seen in the Plug-in Manager.

One licence file, Licence.config, that covers all products.

Customers are recommended to keep their Episerver websites up-to-date.
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Updating the NuGet packages
Using NuGet Package Manager (Ul)

Set Package source to All, and use Search to
filter by EPiServer.

Using Package Manager Console

Browse Installed pdates B NuGet Package Manager: AlloyDemo

Package source: [All B

4 EPiServer.CMS
]

Installed: 1134 Uninstall
EPiServer.CM:

S
© Add Episerver M to

AB, 154K downloads  © v1134 X

ject 50 ©

Version: | Latest stable 1150 =

EPiServer.CMS.AspNet i, erver AB

EPiServer CMS AspNet Assemblies V151

~) Options

Description

EPiServer.CMS.Core by tpiserver A8, 152K downl © v1134 Add EPiServer CMS to a web project
EPiServer CMS Core Assemblies P

Version:

To safely update all packages to the major version used by Episerver CMS Visual Studio Extension
projects, set Package source to All, and enter the following command:

Update-Package -ProjectName AlloyDemo -ToHighestMinor

For the Alloy (MVC) project template, Episerver Search or Find can be installed with an option button.
For the Empty project template, if you need Episerver Search then enter the following commands:

Install-Package -ProjectName AlloyTraining EPiServer.Search
Install-Package -ProjectName AlloyTraining EPiServer.Search.Cms

NuGet Package Manager Console guide
https:

docs.microsoft.com/en-us/nuget/tools/package-manager-console

Installing the latest NuGet CLI: https:

docs.microsoft.com/en-us/nuget/guides/install-nuget

Update-Package command
https:

docs.microsoft.com/en-us/nuget/tools/ps-ref-update-package

Update-Package -ProjectName AlloyDemo -ToHighestMinor
Update-Package -ProjectName AlloyDemo -ToHighestPatch
Update-Package -ProjectName AlloyDemo EPiServer.CMS -Version 10.3

To remove a package that is causing conflicts:

Uninstall-Package Newtonsoft.Json -ProjectName AlloyDemo -Force
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Server Error in /' Application.

The database 'EPiServerDB’ has not been updated to the
version '7036.0', current database version is '7032.0". Update
the database manually by running the cmdlet 'update-

U pd ati ng the Episerver data base schema epidatabase’ in the package manager console or set

'updateDatabaseSchema="true" on episerver.framework
configuration element

After updating packages, if you run the site, you might see an exception like this:

In the Package Manager Console, select the correct Default project and then enter the following
PowerShell Cmdlet:

’ Update-EPiDatabase |

Package Manager Console - 1x
Package source: EPiServer NuGets ~ £} | Default project: AlloySampleSite « - =

PM> Update-EPiDatabase

Processing C:\Episerver\SolarDemos\packages\EPiServer.CMS.Core.9.12.2\tools\epiupdatesisql\7.8.0.sql
Processing C:\Episerver\SolarDemos\packages\EPiServer.CMS.Core.9.12.2\tools\epiupdates\sql\7.18.0.5ql
Processing C:\Episerver\SolarDemos\packages\EPiServer.CMS.Core.9.12.2\tools\epiupdates\sql\7.11.0.5ql

Or configure automatic schema changes with attributes in the Web.config. The account used in the
database connection string must have suitable rights to EPiServerDB:

<episerver.framework updateDatabaseSchema="true" createDatabaseSchema="true"
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i i Upgrading to CMS 11
Upgradmg Eplserver CMS http://world.episerver.com/documentation/upgrading/Episerver-CMS/cms-11

Episerver World has a great section that contains information about upgrading between Episerver CMS
major versions. Select a version to see specific information regarding breaking changes, and
upgrading and migration steps, if any. http://world.episerver.com/documentation/upgrading/Episerver-CMS,

To check the version of Episerver CMS:
* Admins: Navigate to CMS | Admin | Config | Plug-in Manager
Plug-in Manager @

The list below displays components that have been registered as plug-ins in EPIServer CMS

Plug-ins || Overview

Name Description Version | Company | License More Info

EPiServer Web Content Management System 10.1.0.0 EPiServer System hitp:/wwwr.episerver.com
AB internal

- Editors: navigate to CMS | Reports and look at title bar: | Hll tpiserverSocialalloy.Web(1) - EPiServer CMS 10.1.0.0 (32 bit process)

@ localhost:56152 /EPiServer/CMS/Report/default.aspx
Upgrading is carried out manually and each organization decides whether or Documentation / Upgrading /
not to upgrade. When you upgrade the platform, you do so for all the editors _
at once. Hide manu
Upgrading

Ted Gustaf has a blog post about how to upgrade to CMS 10: v E"é;esr‘;gr cMs
https://tedgustaf.com/blog/2016/upgrade-to-episerver-10, : CMS

» CMS 8

» CMS7.5

» CMS7

» Episerver Commerce
» Episerver Find

» Episerver Forms

» Episerver Service API
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Episerver products and services you should know

 Episerver Commerce: e-commerce integration platform.
 Episerver Campaign: omnichannel marketing automation.
* Episerver Insight: omnichannel visitor journey visualization.
* Episerver Social: comments, ratings, feeds, groups and users.
* Episerver Personalization

* Personalized Find: customized search results.

* Episerver Advance: CMS content recommendations.

* Episerver Perform: Commerce product recommendations.

* Episerver Reach: personalized communication triggers.

http://www.episerver.com/products/platform/all-episerver-products/

.~
H T

Episerver Social

User-generated content has proved to be one of the most effective ways to market your products or services,
to increase conversions rates, and to enhance employee productivity. Episerver Social offers extremely high
performance and reliability with a fluent and easy-to-use API - without the bloat and complexity of other

platforms.

maria nila

[ 1

ol PALETT 349:-

. MARIA NILA PALETT LUMINOUS COLOR
PAKET

J

https://www.episerver.com/solutions/our-customers/by-industry/ztable
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Episerver add-ons you should know

| Name | Deseripton____________| oMs10 | oms 14 | Additonal Requirements

http://www.episerver.com/partners/add-on-store/

http://world.episerver.com/add-ons-page/

Social Reach Easily integrate and publish links to 2.24
content on social media sites.
Google Analytics  Monitor page views and click-throughs. 1.10.4
Languages Automatically translate content. 3.0.3
Find Indexed search with advanced features. 12.6.2
PowerSlice Content bucket with custom filters. 2.1.6
Forms Editors can manage custom forms. 4.8
A/B Testing A/B test any content. 2.4.4
Visitor Groups Visitor Groups Criteria Pack. 1.3.1
Visitor Group Usage Viewer. 10.0
Developer Tools Warning! Experimental, not supported. 222
BV Network 404 Handler 10.2

DEHF

2.0+
3.1+
12.7+
3.0+
4.9+
2.5+
2.0+
11.0+
3.0+
11.0+

Developer account for Facebook, Twitter,
LinkedIn, and so on.

Google account.

Azure account.

Requires licence. Included with DXC Service.

Requires Episerver Find

All the add-ons in this table work

with DXC Service and on-premise.

40

To install an add-on, enter the following command in Package Manager Console:

Install-Package -ProjectName AlloyDemo packagename -Version versionnumber

N -

Social Reach

Social

Google Analytics
Languages

Find

PowerSlice

Search (Indexing Service)
Search (CMS Integration)
Forms

A/B Testing

Episerver Developer Tools
Visitor Groups Criteria Pack
Visitor Group Usage Viewer
Live Monitor

BV Network 404 Handler

EPiServer.Social

EPiServer.Social.Comments.Site

EPiServer.Social.Ratings.Site
EPiServer.Social.Groups.Site

EPiServer.Social.Moderation.Site

EPiServer.Social.ActivityStreams.Site

EPiServer.GoogleAnalytics
EPiServer.Labs.Languages
EPiServer.Find.Cms
PowerSlice
EPiServer.Search
EPiServer.Search.Cms

EPiServer.Forms

EPiServer.Marketing.Testing

EPiServer.DeveloperTools

EPiServer.VisitorGroupsCriteriaPack

VisitorGroupUsage
EPiServer.LiveMonitor

BVN.404Handler
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Requires license No
Partner add-ons you should know 404 Handler for EPiServer
et

* The popular 404 handler for EPiServer, enabling better control over your 404 page in addition to
allowing redirects for old urls that no longer work. https://github.com/Geta/404handler

* Geta Tags for EPiServer CMS. https://github.com/Geta/Tags
» Search engine sitemaps.xml for EPiServer CMS. nhttps://github.com/Geta/SEQ.Sitemaps

Waltdis lljuczonok (aka Technical Fellow)
» EPiServer Scheduled job overview plugin. Gives you an easy way to overview all of your scheduled
jobs. https://github.com/valdisiljuconoks/TechFellow.ScheduledJobOverview

» EPiServer Blob provider for ImageResizer.Net.
https://github.com/valdisiljuconoks/ImageResizer.Plugins.EPiServerBlobReader

» Database driven localization provider for Episerver. nttps://github.com/valdisiljuconoks/LocalizationProvider

Custom Redirects Manager

There are currently stored 5 custom redirects and 6 custom redirect suggestions Search
Suggestions  Ignored
Old url New url Wildcard
| | | | O A
foldfashion/outdated_url.aspx J/new/neat/url O X
/redirect/every_subpage Jto/this/url ¥ x
http://mydomain.co.uk/prices Jen/pricelist O X
http://mydomain.no/prices /no/prisliste Oa x
http://myotherdomain.no/prices /somewhere-else O X
Displaying redirects 1-5 of 5 Page size: 30

o
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Breaking changes in Episerver CMS 11

Episerver plans for one breaking change release per year.
http://world.episerver.com/documentation/upgrading/Episerver-CMS/cms-11/breaking-changes-cms-11/

If you stay up-to-date with continuous releases, and make note of our warnings about APIs that will
become obsolete, then a major version number update often only requires a project re-compile, after
reviewing potential breaking changes.

One of Episerver’s continuing goals is to slowly obsolete non-.NET Standard 2.0-compatible APIs.

* For example, the CreatePropertyControl method in PropertyData has been removed since it has a
dependency on System.Web.UI.Control which is part of the legacy technology ASP.NET Web Forms.

* You must target .NET Framework 4.6.1 because it is compliant with .NET Standard 2.0.

Improve performance when loading large amount of uncached content
http://world.episerver.com/documentation/Release-Notes/ReleaseNote/?releaseNoteld=CMS-7735

Resetting passwords with ASP.NET Identity

It was previously not possible to reset a user's password programmatically when using the ASP.NET Identity
provider. Due to a bug, the method for resetting the password simply generated a reset token but never
changed the password.

ApplicationUlUserManager<TUser>.ResetPassword(lUIUser user) will now throw a not supported exception.
This is because ASP.NET Identity does not support generating new passwords for security reasons, i.e. it is
bad practice to send a new password to the user in plain text. The new method ResetPassword(lUIUser user,
string newPassword) should be used instead.

Both methods will still work when using the API with older membership providers.
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Headless E-Commerce, Non-Starter or the Next Big Thing?
https://www.websitemagazine.com/blog/headless-e-commerce-non-starter-or-the-next-big-thing

Splitting of NuGet packages for .NET Standard 2.0

The goal was to split our NuGet packages into .NET Standard 2.0-compatible and non-.NET Standard

2.0-compatible packages.
Content Models &
.NET Standard 2.0-compatible packages non-Ul components

* EPiServer.CMS.Core

* EPiServer.Framework Editing Server EPiServer.CMS.Core Visitor Server

. EPiServer.Framework
Non-compatible packages

- EPiServer.CMS.AspNet EPiServer.*.AspNet

Content Delivery API*

.NET Standard 2.0

* EPiServer.Framework.AspNet

.NET Framework 4.6.1 < > .NET Core 2.0
Some Web.config entries now refer to
these new packages, for example, to y . X v
configure the localization provider. Windows Server *Version 1.0 (beta) Linux Server
is not cross-platform.

EPiServer CMS 11
.NET Framework .NET Core / ASP.NET Core
Aoy

System.Web System.Configuration

.NET Standard Libraries

EPiServer.CMS.Core EPiServer.Framework
EPiServer.Enterprise EPiServer.Framework EPiServer.Data EPiServer.Events

StructureMap NuGet package

A new NuGet package, EPiServer.Servicelocation.StructureMap, supports:
» Existing signed StructureMap 3, and

* New unsigned StructureMap 4.

The package only contains the integration, so it has NuGet dependencies on the official StructureMap
packages. Moving the dependency to a NuGet package is the same approach we have for logging, where we
have abstractions in the platform and an integration in a separate NuGet package. This will allow us to more
easily swap to the dependency injection system that is shipped with .NET Core, if we choose to do so in the
future.
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TinyMCE editor, Dynamic Content, and XForms NuGet packages

TinyMCE editor has been moved into a separate NuGet package with its own versioning and breaking
changes. This is to allow us to have a release cycle for TinyMCE which is decoupled from the CMS Ul
release cycle. From version 2.0, you cannot customize TinyMCE from Admin view. All changes are done
through code: https://world.episerver.com/documentation/developer-guides/CMS/add-ons/customizing-the-tinymce-editor-v2

Install-Package -ProjectName AlloyDemo EPiServer.CMS.TinyMce

The legacy features Dynamic Content and XForms have been removed from the platform and moved
into separate NuGet packages as add-ons: EPiServer.DynamicContent, EPiServer.XForms

These packages have their own versioning and breaking changes, and will be updated less frequently.

As the platform progresses these features will become more limited over time, so we recommend
migrating from Dynamic Content to Blocks, and from XForms to Episerver Forms as soon as possible.

Deprecations and other changes

JQuery
The jQuery library that is bundled with the CMS Ul is being deprecated and should no longer be used.

Gadget Framework
The gadget framework has been deprecated but will remain in the product for CMS 11. We recommend that
you convert your [Gadget]s to [Component]s now.

Other Changes
Read this blog article for a detailed list of other changes:
http://world.episerver.com/blogs/Ben-McKernan/Dates/2017/9/planned-breaking-changes-2017-cms-ui
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Adding a new Episerver Web Site

Episerver CMS 11

Choose a minimum target of
.NET Framework 4.6.1
(required for compatibility with
NET Standard 2.0)

Earlier versions

Choose a minimum target of
.NET Framework 4.5.2 for
support from Microsoft and
Episerver.

New Project
b Racent “  Sort by: [Default -]
4 |nstalled ) - . _

e Episerver Web Site Visual C#
4 Visual C#

Windows Classic Desktop
b Web

NET Core

NET Standard

Cloud

Episerver -

Not finding what you are looking for?

Open Visual Studio Installer

Name: AlloyDemo
Location: CA\Episerver
Solution name: Training

NET Framework 4.6.1 -

Framework:

arch (Ctrl P~

Type: Visual C#

Create a new Episerver site

Browse..

Create directory for solution
["] Add to Source Contral

OK

Cancel

Episerver CMS Visual Studio Extension version 11.3.0.359 was released on 30" April 2018. It includes
EPiServer.CMS.Core 11.5.4 and fixes an issue with support for Visual Studio 2017 version 15.6 or later. Alloy
is now based on open source version from GitHub: https://github.com/episerver/alloy-mvc-template

When the Episerver CMS Visual Studio Extension has been installed, the Episerver project and item templates
will be available when using the Add > New Item option in Visual Studio. A current list of included templates

can be found in the Visual Studio Gallery: http:

* Block Controller (MVC)

* Block Razor View (MVC)

* Block Template

* Block Type

* Block View

e Custom Property

* Initialization Module

* Initialization Module with
HTTP events

* Page Controller (MVC)

* Page Razor View (MVC)

* Page Template

* Page Type

* Scheduled job

* User Control

* Visitor Group Criterion

* Media Type

visualstudiogallery.msdn.microsoft.com

Add New ltem - EPiServerMvcSite

4 Installed Sort by: | Default i
Vi Installed =C*
“ ‘s”; 38| BlockType Visual C#
ode
Dat: C*
Ga : | ,';j Block Controller (MVC) Visual C#
eneral &
P Web c#
Windows Forms @ Block Partial View (MVC Razor) Visual C#
WPF
b Apple @ Block Template (Web Forms)  Visual C#
b Cross-Platform —cw
Episerver 23| PageType Visual C#
Extensibility cn
Reporting ";j Page Controller (MVC) Visual C#
Silverlight .
SQL Server @ Page Partial View (MVC Razor) Visual C#
Workflow
@ Page Template (Web Forms)  Visual C&
P Online
=c#
83| Media Type Visual C&
ce
.';j Initialization Module Visual C#
b
ce
L] iniislzation Module with HT.. Visual C#
fa
co
,';j Scheduled Job Visual C&
g
* 2 e - P
Click here to go online and find templates.
Name: DefaultBlockl.cs

7
Search Installed Templates (Ctrl+E) P~

Type: Visual C2

A strong typed block type for an Episerver
Project. It is recommended that block type
classes has the suffix "Block".

Add

Cancel
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Choose an appropriate project template

Empty*: an Episerver website without any New Episerver Web Sie - Cms10Empty X
page types, controllers, or views, but S
configured with a local database.

Hoy MVC) Aoy (HebFoms) i g Sl Sk ety

Alloy (MVC): a sample Episerver website with
a dozen sample page, block and media ket ek e UL P et

nuget epissrver com for more details on packages from

An empty web ste containing the bare mirimum to run
Episerver CMS.

The project creation process will setup a new project and

types, controllers, views, and database with e
content already published.
Episerver Find: advanced search capabilities
but requires additional license. Included
with DXC Service packages. To manually install Episerver Find or Search, enter |
Episerver Search: built-in to CMS product | the following at the Package Manager Console:
but not supported in DXC Service. Install-Package EPiServer.Search.Cms Cancel
Install-Package EPiServer.Find.Cms
48

To add Episerver to an existing ASP.NET MVC project

. EPiServer.CMS 11.4.0

By EPiServer AB

Add EPiServer CMS to a web project

PM> Install-Package EPiServer.cMs }

Project site | License | Release notes

Package Details

Total Downloads: 246285
Last updated: 3/2/2018

Dependencies

EPiServer.CMS.AspNet (= 11.4.0)

EPiServer.CMS.Ul (2 11.3.0)
EPiServer.CMS.TinyMce (= 1.0.0)

EPiServer Servicel ocation StructureMap (= 2.0.1)
Microsoft AspNet Providers.Core (= 2.0.0 && < 3.0.0)

https://nuget.episerver.com/en/OtherPages/Package/?packageld=EPiServer.CMS
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Understanding the Episerver website structure

App_Data: EpiserverDB*.mdf is the CMS database that stores content,
EPiServerErrors.log is the default log file for when exceptions occur,
GeoliteCity.dat from MaxMind is how visitor groups track geolocation,
blobs contains media assets, Index contains Episerver Search indexes.

bin: Microsoft .NET, Episerver, and dependency assemblies.
Business: business logic, extension methods.

Models: C# classes that represent content in the CMS database.
Controllers and Views: combine to provide content templates.
modules: shell modules and any add-ons you install.

Static: images, styles (CSS), and scripts.

Web.config: primary configuration file for ASP.NET and Episerver.

Solution Explorer

Il
@a-|o-5¢0® £

4 [@] AlloyDemo

& Connected Services
b J Properties
b = References
4 App_Data
3 blobs.
b Index
D) DefaultSiteContent.episerverdata
b EPiServerDB_68e0529e.mdf
EPiServerErrors.log
D) GeoliteCity.dat
bin
Business
ClientResources
Controllers
Helpers
IndexingService
Models
modules
modulesbin
obj
Resources
Static
Views
¥ EPiServerlog.config

VYV VYVYVYUYTYTVTYUY

B faviconico
> &) Globalasax

Show All Files

49

An empty project folder structure:

* App-Data for content e.g. relational database, BLOBs, index.

* Business for business logic and helper libraries added during
development. For example, for containing subfolders: /Channels,
/Rendering, /Initialization, etc.

Solution Explorer
WE-| o~

rch Solution Explorer (Ctrl+

8| &=

el Solution 'OctoberBootCamp' (2 projects)
4 T AlloyDemo
&G Connected Services
P J Properties

b =B References
4 App_Data

* Controllers for controller classes handling user input and responses.
* Models for content classes representing and manipulating data. b blobs
» Static for design and layout files such as scripts, images, and style sheets. P T Index )
) [ DefaultsiteContent.episerverdata
For example, /gfx, /css, /js b @ EPiServerDB_c8b01e73.mdf
* Views for renderers (MVC), user controls, templates, and master pages.

EPiServerErorslog
(1 GeoliteCity.dat
b bin

Other folders in the structure, (not shown on this slide):
/ClientResources - for containing subfolders for images, scripts and files
/Resources - language files

Global.asax and App_Start: in a traditional ASP.NET MVC site, the Application_Start method calls multiple
types in the App_Start folder to set up routes, bundles, and so on. Episerver’s Global type sets up its own
custom routing. To do the equivalent, create Episerver Initialization Modules.

public class EpiserverApplication : EPiServer.Global
{
protected void Application_Start()
{
AreaRegistration.RegisterAllAreas();
//Tip: Want to call the Episerver API on startup?
//Add an initialization module instead
¥
¥
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<configuration®
[kconfigsections>...</configSectionss|
kappsettings>..

Understanding Web.config

system.web: ASP.NET and some settings for Episerver such as
authentication and authorization.
lklocation

system.webServer: IS and some settings for Episerver such as K Tocation
static file caching. klocation

klocation

[kepiserver.shellx...</
klocation

kepiserver.search active="false"s...</episerver.search

episerver, episerver.framework: common Episerver settings. Rsystem. servicetiodels .. </systen. servicetiodels]
connectionStrings: EpiserverDB database connection string.

<episerver.packaging protectedvirtualPath="~/EPiServer/" protectedPath="modules/_Protected"” publicvirtualPath="~/modules/" publicPa
<connectionStringss
<add name="EPiServerDB" connectionString="Data Source=(LocalDb)\M55QLLocalDB;AttachDbFilename=|DataDirectory|EPiServerDB_bdcd8174
</connectionStrings>
</configuration>

Learn more about Episerver configuration:
http://world.episerver.com/documentation/developer-guides/CMS/configuration/

<episerver>
<applicationSettings
httpCacheability="Public"
pageValidateTemplate="false"
uiShowGlobalizationUserInterface="true"
uilrl="~/EPiServer/CMS/" < Path to access Episerver CMS user interface
urlRebaseKind="ToRootRelative" />

<episerver.framework> . .
<appData basePath="App Data" /> < Path to store content, including SQL

<scanAssembly forceBinFolderScan="true" /> database, BLOBS, logs, and index
<virtualPathProviders>
<clear />

<add name="ProtectedModules” PathétOthe Episerver
virtualPath="~/EPiServer/" / user interface code
physicalPath="Modules\_Protected"
type="EPiServer.Web.Hosting.VirtualPathNonUnifiedProvider, EPiServer.Framework" />
</virtualPathProviders>
<geolocation defaultProvider="maxmind">
<providers>
<add name="maxmind"
type="EPiServer.Personalization.Providers.MaxMind.GeolocationProvider, EPiServer..."

databaseFileName="App_Data\GeoLiteCity.dat" />
</providers> Y Configuring geolocation provider
</geolocation> (used by visitor group criteria)

MaxMind GeolP2

Episerver's geolocation visitor group criteria depends on MaxMind's legacy database that they are not
updating any more. To use MaxMind’s latest database, install the following package and update your
Web.config as described at the following link:
https://world.episerver.com/blogs/K-Khan-/Dates/2016/10/maxmind-geolite2-on-nuget

Install-Package PixieEPiServerExtensionMaxMindGeoIP2

http://nuget.episerver.com/en/OtherPages/Package/?packageld=PixieEPiServerExtensionMaxMindGeolP2
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[ ¢ |5 T 5 = & % | ey - caanermon com. -

a

Bootstrap and modern frameworks e
Q Wherever you meet!

In the Alloy project templates, Bootstrap is — a _3 SN s
used to handle the responsive design. o . =l
We will use it in this training course site too, Aoy
but you can use any front end technologies 8 P
that you prefer in your CMS sites for visitors, span-12 by D*

T

for example, Angular or React. For extensions

to Edit and Admin views you should use Dojo.

CMS 11 has better support for Angular and Span=a Span=a Span=4
React during On-Page Editing (OPE).

Taking more control of client-side rendering in OPE (Beta) (CMS Ul 11.2.0)
https://world.episerver.com/blogs/john-philip-johansson/dates/2017/12/taking-more-control-of-client-side-rendering-in-ope-beta2/

Ted Nyberg who developed the Alloy templates has written a very good article on Episerver World about how
bootstrap is used for the Alloy site markup.
http://world.episerver.com/Articles/Items/Alloy-Templates-for-Episerver-CMS-7

Valdis lljuconoks wrote a nice article on bootstrap aware Content Area
http://tech-fellow.net/2015/04/02/bootstrap-aware-content-area-for-episerver-8-0

Taking control of client-side rendering in OPE (Beta)
https://world.episerver.com/blogs/john-philip-johansson/dates/2017/10/taking-control-of-client-side-
rendering-in-ope-beta
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Exercise Al - Setting up the AlloyDemo
site

Estimated time: 20 minutes

Prerequisites: Microsoft Visual Studio 2015 or
2017 with Episerver CMS Visual Studio Extension.

In this exercise, you will set up an Alloy (MVC)
website ready to explore CMS features with
sample content, and install some add-ons:

*  Episerver Forms

* A/BTesting
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Find files EditorialTexts.txt

’ Multiple search providers can be installed at the same time.

Find pages Alloy Track - From start-up

Alloy Meet - Participants f

Global menu and user interface terms ] EdoraTents b

Pages Alloy Track - From start-up meeting:

Alloy Meet - Particiy

Maric — m| %
. EPiServer - Dashboard x
&« C (% | ® localhost:534 Server w
Dashboard VR epr @ 27 2Aadmin [l
Blocks HE About Alloy Track - Alloy Track Project:
Visitor Group Statistics B Download Alloy Track form - Start dow

Bl Alloy Track jumbotron - Alloy Track - &
tt
ts1 Graph by: Mon Bl Alloy Track teaser - Alloy Track
ph by Y Y

4/29/2017 - Toda
/29/ ¥ Files D Alloy Track Video

Statistics are either not available for the O
selected visitor groups or there are none Pages Download Alloy Track

selacted Channa the saftinas [l Alloy Track A - From start-up meetings

Episerver CMS user interface terms

Quick Access menu: once a user is logged in, gives quick access to Edit view and Dashboard.

Global menu: Dashboard, CMS, Commerce, Find, based on access rights, links to Episerver site, Live view,
help, user settings, and global search.

Dashboard containing Gadgets in one, two, or three columns.

Edit view: two customizable panes on left and right with optional gadgets; Navigation on left, Assets on
right.

Page Information Area: path to page, save information, notifications, publish options, view toggle, and a
Toolbar to: add content, toggle view settings, toggle preview, toggle compare versions.

Page Tree: hierarchical structure for site.

Context menus: “hamburger” menus for access to actions for the selected item.

Search: at the top of the Navigation and Assets panes are search boxes filtered by those areas.

Dashboard

Central customizable workspace used for easy navigation and integration of different products
Dashboard is personalized with user preferences
Dashboard Tabs and Components can be made available to certain users or groups

Global Search searches for ID, name, or keywords

Customizable: create your own search-providers by implementing the ISearchProvider interface.
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CMS views

* CMS | Edit
* Editors work in Edit view to manage
content in sites.

* CMS | Admin

* Administrators and developers work in
Admin view to configure sites.

* CMS | Reports

Il AlloyDemo - EPiServer C X

&« C 1} | ® localhost:53474/EPiServer/CMS/Admin/Default.aspx

Dashboard [elEy
Edit Admin Reporis Visitor Groups

e @ ? LAdmn Q

Admin Content Type

w Access Rights
Set Access Rights
Administer Groups

Admin

* A user interface that enables users to view standard or customized reports on Episerver content.

* CMS | Visitor Groups

* A user interface for creating rules used for personalizing content.

Pin the top menu in the Episerver Ul

https://world.episerver.com/blogs/David-Knipe/Dates/2017/12/pin-the-top-menu-in-the-episerver-ui

o
a

To learn how to build extensions to Episerver CMS, for example, Edit view gadgets, Admin view plug-ins,
custom reports, and custom Visitor Group criteria, attend the Episerver CMS Advanced Development training

course.
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CMS Reports

2

[ Alloy Training - Episerver CMS 10.10.0.0 (32 bit process] - Google Chrome - O X

@ localhost:51968/EPiServer/CMS/Report/default.aspx

v Page Reports

Published Pages
Changed Pages
Expired Pages
Simple Addresses
Link Status

Not Published Pages

Iy

_ﬁﬁ

Changed Pages
This repoert displays pages that have a changed date within a certain time span. Select a page from the list of report
results to open it in Edit mode.

Report Criteria

Changed Last 30 days Last 7 days Yesterday Today

2017-06-18 00.00

Start [5]

i

[-]—[2017-06-25 00:00
|

Search start page

Last changed by me
Language

[an v

Show Report

Number of Hits: 1

MNumber of items per page

Changed By Language
Admin en

Page Type
StariPage

Page Name
Start

 Last Changed
6/2012017

Six predefined reports

1. Not Published Pages
2. Published Pages
3. Changed Pages
4. Expired Pages
5. Simple Addresses
6. Link Status: requires the Link Validation scheduled job to be executed.
2P
" :?:;r:z:pam [ % Link Status @

Published Pages
Changed Pages

Expired Pages

Simple Addresses

Link Status

Report Criteria

Search start page

[2 show Repert

This report displays links that could not be reached. This could for example be due to a page being moved, or a site
shut down, or that the target link cannot be read at the moment.

Start

i

Admin || Config || Content Type

w Access Rights
Set Access Rights
Administer Groups
Search User/Group
Create User

Scheduled Jobs

Link Validation

Mirroring Service

Remove Permanent Editing
Remove Abandoned BLOBs
Remove Unrelated Content Assets
Publish Delayed Content Versions
Automatic Emptying of Trash

«

Link Validation @

Specify whether the link validation function is active/inactive and how often the job should be run. The link validation job validates the status of all
links in the website content.

Settings || History

Active
Scheduled job interval

Next scheduled date 2017-06-24 00-00 U

‘H Save| ‘ & Start Manually| ‘ E:]Sijub‘

You can define your own custom reports and add them to report center by using the GuiPluglnAttribute.
Learn how on the Episerver CMS Advanced Development training course.
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pare pin foooar
Edit view me IS
* Editors work in Edit view to edit content T e
and build the website structure. I a:
* Pages can be edited directly on-page. : ﬂ
* Content can be edited when displayed in Alloy Plan N
different resolutions and channels. ; R T
* All Properties view with sticky view mode
* Access to all page properties, not only -
those visible on-page
- Reached from Edit view and used by “Sticky” On-Page and All Properties views
editors to manage advanced page | [+| e|@||c3] = a
Settings SDta.;tuov Plan P 7ml

58

All Properties View is mainly used to work with the page settings and properties that are not accessible via the
on-page edit view:
» Dates for Published and Created

* Sort order for child pages
* Shortcut
* Property types that do not have an on-page edit control

-
B+ e @k -I

Start No changes to publish | Options

Name - Visible to Everyone Manage
Languages en
Name in URL start Change e
ID, Type 5, Start Page

Simple address Change
Display in navigation [ Tools

SEQ Site settings Content Settings
Published 8/15/12, 9:33 PM Change
Created 8/15/12, 9:33 PM change
Modified Aug 6, 2:17 PM
Update modified
date
Sort subpages

tsubpeg According to sort index =
Sort index 1 :
Shorteut No shortcut Manag
Hide site header
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SEO Site settings Settings

Categor
Category Add one or more categories +

Grouping properties on tabs

SEO Content Settings DefaultArchiveNode

Company information
page fopat o ° Teaser image
. Customer Zone 4 (<}
Text Alloy solves the two most pressing problel

Localr News & Events 1€ o | .. communication and better project manage
Global news

How to buy 39 (<]
Contact pages Contacts 28 (]
Search/page Search 4 Q.. Large content area

E Alloy Meet jumbotron

Logotype
gotyp B alloy Plan teaser

Tabs are used to group properties in All Properties View
Grouping properties related to particular functionality on specific tabs makes it easier for Editors to find them.
It also makes it easier for the Administrator or Developer to restrict access to specific properties if needed.

» Default tabs that are always available for a page type are Content and Settings.
* Tabs that don’t contain properties are not shown.

* You set the access level on tabs via Admin view.

* You can create tabs from Admin view in the Edit Tabs section on the Config tab.
* You can specify custom GroupName/Tab string constants in a static class.

* You can control which tab a property is placed using code.

In the Alloy sample site a number of custom tabs (or GroupNames as they are called when working with them
programmatically) have been added, for example SEO and Site Settings.

The GroupNames are specified as constants in Global.cs and translations for them can be found in the
GroupNames.xml language resource file.
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Understanding Admin view

Admin

* Access Rights

» Scheduled Jobs
* Tools

Config

» System Configuration
* Property Configuration
* Security

* Tool Settings

Content Type

* Manage Page Types
* Page Types

* Block Types

* Media Types

* System Types

B3 AlloyDemo - Episerver € X

< C {1 | ® localhost:51091/EPiServer/CMS/Admin/Default.aspx

Dashboard &)
Edit Admin Reports Visitor Groups

b Access Rights
» Scheduled Jobs
» Tools

Admin || Config || Content Type:

» System Configuration
» Property Configuration
» Security

» Tool Settings

Admin || Config |[ Content Type

» Manage Page Types
» Page Types
» Block Types
» Media Types

» System Types.

Admin
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System Configuration - Manage Websites

i || Conita || Contest Type

. ) ) ) ) Edit Website 7
Website settings are defined in Admin ¥ e
view and stored in the database. -
* Each website (or house in Pages treg) .

requires a license, for example, two it

sites/houses requires two licenses e — e

o Site 2 4
Host Names:
i Site 3 s Host Name Culture Tyoe. Scheme

* Multiple host names within one site do not
require additional licenses, for example, to

Www episerversite.se se
support language domains mapped to v episerverste.da o
‘www.episerversite.com en Primary

language branches

Site license FAQ
https://world.episerver.com/blogs/filip-gondek/dates/2018/1/site-definition-and-licensing-confusion/ 62

Episerver websites can be defined and managed from Admin. From version 7.5 of Episerver the setting values
specific to a site are stored in the database instead of in the configuration files. Settings that are common for
all sites have been moved to a new element applicationSettings in the <episerver> section in web.config.
Several Episerver sites can use the same IIS site. If the IS site is configured to have a wildcard host, new sites
can be added to an existing solution from the CMS Admin without any additional configuration needed.

The above example is of a single-site configuration.

References

* The Manage Websites section in the Episerver Web Help
¢ The Deployment section in the Developer Guide for CMS

* Johan Bjornfot’s blog on Episerver World: http://world.episerver.com/Blogs/Johan-
Bjornfot/Dates1/2013/12/Multisite-feature-in-Episerver-75

Manage Websites

Configured sites are listed below. Click the site to display the seftings associated with the site

General

Name

URL

‘Tms installation is licensed for 1000 sites.

Start page

Websites

Host Names

Name
Default site

Campaign site

URL
http:ffexamplesite_com/

hitp:lsummercampaign.examplesite.com/

Host Name

examplesite.se

examplesite.com

Default site

http://examplesite.com/

START [40] D

[[] Use site-specific assets

Culture

General

Name
URL

Start page

Host Names

Host Name

Campaign site

http://summercampaign.examplesite.coi

START [54] E]

[T Use site-specific assels

Culture

summercampaign.examplesite.com

Copyright © Episerver AB. All rights reserved.
Page 62



Episerver CMS - Development Fundamentals

214 Module A - Getting Started with Episerver CMS - Working areas - Admin view

System Configuration - System Settings

i ?
General System Settings ©]
1. La nguage su pport WARNING! Incorrect changes on this page may cause your website to stop responding.
General | Editing
Editi ng Error handling in EPiServer CMS [ Active for remote visitors v
Handler for subscription updates ‘ EPiServer CMS default . |
2. TinyMCE style list customization 5] Encrypt the comnectonStrngs confg fle
e [ Enable globalization
3. Content version limits ] Detect language via browser's language preference
[C] Disable deletion of content versions
4. Media publishing
General || Editing
Path to CSS file for the Editor /Static /css, Editor.css o
Maximum number of versions 20
(] Unlimited versions
(@ Automatically publish media on upload °

Tool Settings - Search Configuration

You can install multiple search providers at the same time, and
configure the order in which search results are shown, and disable
content types for different providers:

* Episerver Search

» Episerver Find

* Others

Search Providers

Dashboard J&1E]
Edit Admin Reports Visitor Groups

I Admin H Config ” Content Type l

p» System Configuration
» Property Configuration
» Security

w Tool Settings
Plug-in Manager
AB Testing Configuration
Mirroring
Rebuild Name for Web Addresses
Search Configuration

@

Change the order of the providers used in the global search in OnlineCenter by dragging and dropping them into the desired position. It is also
possible to disable providers so that they aren't used when searching. Please note that the search will move the relevant search results when it

first becomes appropriate.

|| Blocks
|#| Files
|v Pages
|« Jump fo

Save
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Tools - Importing and exporting data
Dashboard H&E]

* Used for importing and exporting data. Edit Admin Reports Visitor Groups

* For instance, for deployment of new pages.
» Can export/import the following information:

» Content items, content types, frames, dynamic property
definitions, tabs, categories, files, visitor groups

[ Admin |[ config || content Type |

» Access Rights
p Scheduled Jobs

v Tools
* The file that is created when an export is performed, e.g., Export Data
Myfilename.episerverdata, contains the data that where selected .

Manage Content
Change Log

* The file is a compressed text file that contains the information in License Information
XML format.

in the export dialog.

64

Tools - Managing content
A useful view of the content tree, showing its hierarchical structure, combining pages, blocks, folders, and
media assets, with buttons to quickly edit or assign access rights:

1. System objects like Recycle Bin
2. Folders like For All Sites and For This Site
3. Media assets like FindReseller.png
4. Blocks like Bob
5. Pages like Alloy Plan
Manage Content @

Mianage content items within CMS

Select content item to manage

B Root
é Recycle Bin <=

For All Sites

; Alloy Meet

For This Sits <=
Documents
Editorials

FindReseller. png <=

People
Alice
Bob €=

JohnRandle jpg

SusanPeters jpg

ToddSlayton. jpg
Teaszers

- Alloy Plan <=
I~ Alloy Track
— About Us

|__’) Edit content| |__’) Manage access rights| |x Deler.e| |M0\re to trash

Copyright © Episerver AB. All rights reserved.
Page 64




Episerver CMS - Development Fundamentals

2 Module A - Getting Started with Episerver CMS - Working areas - Admin view

Viewing logged changes

Episerver CMS automatically
logs all activities within the
system, so that Admins can
audit changes.

Change Log has options to
filter your view of the logs.

The underlying API is now
Activity Logging. The old
Change Log API is deprecated.

http://world.episerver.com/documentati

Change Log

The change log displays all changes to pages, files and directories in the system and can be filtered by change date, category, action and changed

by field.
Change date from

Change date to

Category

‘ Centent
cton | Publish
Changed By
Maximum number of items per page 25

Start with sequence number

Include archived items

Seguence Number  Change Date
76 8/9/2017 7:33:26 AM Content

on/developer-
guides/CMS/logging/activity-logging/

74 8/9/2017 7:32:57 AM Content

Category | Action

Data

ContentLink: 31_52

Language: en

ContentGuid: 26b56e52-8273-4929-9157-d31afee3a3de
ContentTypeld: 29

Name: Bob

PreviousState: CheckedOut

ContentLink: 30_51

Language: en

ContentGuid 711a318b-3100-44ba-3bf4-6ci177bebdbs
ConteniTypeld: 29

Name: Alice

PreviousState: CheckedOut

Change Log can filter content by the actions shown in the following screenshot:

Change Log

The change log displays all changes to pages, files and directories in the system and can be filtered by change date, categery, action and changed

by field.

Change date from

Change date to

Category

Action

Changed By

Maximum number of items per page
Start with sequence number

Include archived items

| Content

ﬁ

Check In
Publish
Delete
Save
Maove
Create

Delete Language

Sequence Number Chant pelete Children

Deleted ltems
Rejected

Delayed Publish
Request Approval
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Understanding Episerver CMS user and role personas

Episerver has common terms used to describe people who interact with an Episerver website:

* Vicki the Visitor: anonymous e * Eve the Editor: access to Edit view to create, m
or registered viewer with — change, delete, and publish content.
access to Live view. - :
* Chris the Community » Dana the Developer: defines content types m
Member: registered visitor and templates, integrates external systems, y
who contributes user- extends and customizes features. “

generated content like

reviews and forum postings. * Alice the Administrator: access to Admin

view to control user access rights, system
and site settings, languages, tabs,
categories.

designed by @ freepik.com

Images created by Freepik:
http://www.freepik.com/free-vector/nice-people-avatars-in-flat-design 844761.htm
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More specialized Episerver CMS user and role personas

Many organizations add more specialized personas, for example:
* Larry the Lawyer: Although Larry
never needs to create, edit, or

* Nick the News Editor: specialized m
C publish content, he does need

editor who creates, edits, and
published news articles and press A d

releases. i to approve content used in
official press releases.

« Michelle the Marketer or A * Carlos the C-Level Executive:
Merchandiser: specialized editor .o CEO, QFO' ClO, and so on, often
who creates digital campaigns = have final approval for content

L that is strategic to the company.

and manages the commerce
catalog of products.

designed by @ freepik.com

Images created by Freepik:
http://www.freepik.com/free-vector/nice-people-avatars-in-flat-design 844761.htm
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Authentication and authorization providers

Episerver CMS can use either ASP.NET Membership (2005) or ASP.NET Identity (2013) for
authentication and authorization.

To enable ASP.NET Membership aka “Forms”

<authentication mode="Forms">
<forms name=".EPiServerLogin" loginUrl="Util/login.aspx"
timeout="120" defaultUrl="~/" />
</authentication>

To enable ASP.NET Identity | <authentication mode="None">

You will also need an OWIN <forms name=".EPiServerLogin" loginUrl="Util/login.aspx"
Startup class timeout="120" defaultUrl="~/" />
' </authentication>

Terminology

Authentication = “Who”: The process of identifying a user. The usual way of doing this is with a username and
a password.

* Membership provider. The module that handles authentication in the security model in ASP.NET.
Authorization = “What”: The process of determining the specific actions a user is allowed to perform.

* Role provider. The module that gives the base data for authorization in the security model in ASP.NET.

How to configure Episerver to use Active Directory
https://josefottosson.se/how-to-configure-episerver-to-use-active-directory,

EPiServer CMS Ul AspNetldentity OWIN authentication

You can configure the application to use EPiServer AspNetldentity as the authentication module for managing
users and roles. This configuration requires the following NuGet package as a dependency:
EPiServer.CMS.Ul.AspNetldentity.

https://world.episerver.com/documentation/developer-guides/CMS/security/episerver-aspnetidentity,
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ASP.NET Membership providers

4

<membership defaultProvider="MultiplexingMembershipProvider" ? defaultProvider is the entry
userIsOnlineTimeWindow="10" hashAlgorithmType="HMACSH) Pointfor authentication.

<providers>
<clear />
<add name="WindowsMembershipProvider"
type="EPiServer.Security.WindowsMembershipProvider, EPiServer" ... />

<add name="MultiplexingMembershipProvider"

type="EPiServer.Security.MultiplexingMembershipProvider, EPiServer.Framework"

providerl="SqlServerMembershipProvider" provider1 must be writable to enable
provider2="WindowsMembershipProvider" /> CmsAdmins to manage users.

<add name="SqglServerMembershipProvider"
type="System.Web.Providers.DefaultMembershipProvider,
connectionStringName="EPiServerDB" enablePasswordRetrieval="false"
minRequiredPasswordLength="6" minRequiredNonalphanumericCharacters="0"

/>

<roleManager enabled="true" defaultProvider="MultiplexingRoleProvider"
cacheRolesInCookie="true">
<providers>
<clear />
<add name="MultiplexingRoleProvider"
type="EPiServer.Security.MultiplexingRoleProvider, EPiServer.Framework"
providerl="SqlServerRoleProvider"
provider2="WindowsRoleProvider"
providerMapl="SqlServerMembershipProvider"
providerMap2="WindowsMembershipProvider" />
<add name="WindowsRoleProvider" applicationName="/"
type="EPiServer.Security.WindowsRoleProvider, EPiServer" />
<add name="SqglServerRoleProvider"
type="System.Web.Providers.DefaultRoleProvider,
connectionStringName="EPiServerDB" applicationName="/" />
</providers>
</roleManager>

The Empty project template configures the MultiplexingMembershipProvider to use:

* SqlMembershipProvider as providerl, and
*  WindowsMembershipProvider as provider2

...because providerl must support read/write if the Admins need to be able to manage users and roles
through the Episerver Ul.

The SQL provider is read/write. The Windows provider is read-only.

You can configure additional or alternative providers including Active Directory and ASP.NET Identity
http://world.episerver.com/documentation/developer-guides/CMS/security/episerver-aspnetidentity,
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Managing authentication and authorization with code

UIRoleProvider roles;
UIUserProvider users;

Episerver Framework has APIs for registering roles and users.
* To create a role/group:

roles.CreateRole("WebAdmins");

* To create a user and add them as a member of a role/group:

users.CreateUser("Admin", "Pa$$word", "admin@alloy.com");
roles.AddUserToRoles ("Admin", new[] { "WebAdmins" });

* To get the URL for logging in:

string url = FormsAuthentication.LoginUrl;

<authentication mode="Forms">

<forms name=".EPiServerlLogin" loginUrl="Util/login.aspx" ... />
71
When you delete a group using the Admin view:
I Delete user or group - Google Chrome - O X

@ localhost:51618/EPiServer/CMS/admin/DeleteMembershipDialog.aspx?NameRoleQrUs...

Delete user/group

Here you can remove a user or group from the system and any access rights for it.

Delete access rights for user "Bob”

|#*| Delefe content access rights
|#| Delete permissions to functions

@

Create Episerver admin user by code

https://world.episerver.com/blogs/kristoffer-linden/dates/2017/12/create-episerver-login-account-by-code/
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Access to working areas

Every logged in user has access to their own CmsAdmins
customizable Dashboard. |
Access to other working areas is controlled by
membership of these virtual roles: Dashboard | e
» CmskEditors: access to CMS Edit and CMS Reports.
* VisitorGroupAdmins: access to CMS Visitor Groups. Admin Visitor Groups
* CmsAdmins: access to all CMS working areas.
~~

* EPiBetaUsers: access to beta features, like Edit

) CmskEditors VisitorGroupAdmins
Approval Sequence menu in CMS 10.1 to 10.8: P
<= Edit Approval Sequence [
’ The Add-ons store and its associated virtual role named PackagingAdmins have been removed in Episerver CMS 11. 72

Privileges for the access groups in a default installation
All access groups can log in and access Reports
CmskEditors (usually WebEditors)

» Can access Edit view and Reports.

* Create, change and publish pages and blocks in Edit view.

* Can give other users access rights in the website structure where Administer access level has been
granted.

VisitorGroupAdmins
* Can access the Visitor Groups Ul and administer visitor groups.

* Was added to make it possible to give Editors access to Visitor Groups without giving access to the rest
of Admin.

CmsAdmins (usually WebAdmins and Administrators)
e Can access Edit, Admin, Reports, Visitor Groups

* Maintain the users and groups for the whole website.
* Set access rights on pages, page types and languages.
» Set access rights on files, folders and blocks in the Assets pane.
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Sto red ro Ies a n d vi rt u a I ro Ies Administrators WebAdmins WebEditors Everyone

1. WebAdmins and Administrators: mapped to CmsAdmins in Web.config.
2. WebkEditors: mapped to CmsEditors in Web.config.
3. Everyone: Read access to all content.

<ep1§erver.framework> ) . . Any means the user can belong to any of the roles.
<virtualRoles addClaims="true"> All means the user must belong to all of the roles.

<providers>
0 <add name="CmsAdmins" type="EPiServer.Security.MappedRole, EPiServer.Framework"
roles="WebAdmins, Administrators" mode="Any" />
e <add name="CmsEditors" type="EPiServer.Security.MappedRole, EPiServer.Framework"
roles="WebEditors" mode="Any" />
a <add name="Everyone"
type="EPiServer.Security.EveryoneRole, EPiServer.Framework" />

~
@

Although the Web.config created by the project template maps Administrators (usually a Windows group) and
WebAdmins (usually a SQL-stored role) to CmsAdmins, you should not assume this to always be the case.
Therefore, always use the virtual role names when applying authorization rules.

For example, when setting access rights, apply them to CmsEditors, not WebEditors.

The following virtual roles are delivered with Episerver CMS:
* Anonymous

* Authenticated
* Creator

* Everyone

* Administrator
*  CmsAdmins

* CmsEditors

Predefined virtual roles in Episerver CMS that are not pre-configured but worth knowing about:
* EPiBetaUsers (gives access to beta features)

* VisitorGroupAdmins (gives access to the Visitor Groups Ul)

In addition to the predefined roles, it is very easy to create new virtual roles to allow access based on business
rules, such as only allow access during business hours. A common scenario is to define virtual roles that
evaluate to true if the user is a member of rolel and role2. This can be used to reduce the number of groups
needed for setting the required permissions in Episerver CMS.
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Authorization for location paths

Warning! If a user is not a member of the
allowed roles, then login will fail without an
explanation due to these location paths.

To configure additional groups or change the groups that should have access to Edit view or Admin in
Episerver CMS you need to change the appropriate location element in the Web.config file.

Good practice is to configure authorization of location paths to use virtual roles instead of stored roles.

<location path="EPiServer">
<system.web>

<authorization> CmsEditors, CmsAdmins
<allow roles="Webfditors;—hebAdmins;—Aaminist

<deny users="*" />

<location path="EPiServer/CMS/admin">

<system.web>

Good practice: by doing this, you can change
the mappings in <virtualRoles> to use any
names for stored roles, e.g. change
WebEditors to ContentEditors.

<authorization> CmsAdmins

<deny users="*" />

<allow roles="webAamims;—Aamimistrators” />

In a default installation of Episerver CMS there are preconfigured groups in Web.config that need to

correspond to the groups created in Admin.

The groups WebEditors, WebAdmins and VisitorGroupAdmins must be created in Admin before you can give

other users access to Edit view and/or Admin.
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- Authentication and authorization B Admiristrators
& Everyone O | O O O

B WebAdmins

Authentication in Alloy (MVC) project template site

The Alloy (MVC) project template clears all the membership or role providers, and sets authentication
mode to None. In combination with an OWIN startup class (see Notes section), this activates the
ASP.NET Identity claims-based authentication system.

<authentication mode="None">
<forms name=".EPiServerLogin" loginUrl="Util/login.aspx"
timeout="120" defaultUrl="~/" />

</authentication> | jemberships><providers><clear /></providers></membership>
<roleManager><providers><clear /></providers></roleManager>

It also creates the WebAdmins group for you, gives the group full rights, and the first time you browse
to the new website on the local server machine, it prompts you to create an Admin user.

MName Provider Mame Provider
porl WebAdmins EPi_AspNetidentityRoleProvider &  Admin EPi_AspNetlidentityUserProvider

using EPiServer.Cms.UI.AspNetIdentity;
using Microsoft.AspNet.Identity;

using Microsoft.AspNet.Identity.Owin;

using Microsoft.Owin;

using Microsoft.Owin.Security.Cookies;
using Owin;

using System;

using System.Web;

[assembly: OwinStartup(typeof(AlloyDemo.Startup))]
public class Startup

public void Configuration(IAppBuilder app)
{ // Add CMS integration for ASP.NET Identity
app.AddCmsAspNetIdentity<ApplicationUser>();
// prompt to register an admin account if browser is local on server
app.UseAdministratorRegistrationPage(()
=> HttpContext.Current.Request.IslLocal);
app.UseCookieAuthentication(new CookieAuthenticationOptions

AuthenticationType = DefaultAuthenticationTypes.ApplicationCookie,
LoginPath = new PathString(Global.LoginPath), // and so on
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Dashboard J&ES

Edit Admin Reports Visitor Groups

Access rights e | [ [ o)
w Access Rights
o e . Set Access Rights
CMS Administrators can manage access rights as well as groups and users: porsp———
Episerver CMS has six access rights: SR
Episerver user interface uses the terms access rights and
GEE) @D G ME=D (AL S access levels. Developers use the enum AccessLevel.
& Administrators P
m Everyone O [ O ] O Elnamespace EPiServer.Security
o
.. . . . . bli Accesslevel
Does Administer access rights give access to the Admin view? | pubTe s e
. H Mo =8,
No. So what does it do? Rea;‘isi,
It allows someone without access to Admin view to set access rights: et < 8,
. . - Delete =8,
Name |A|on Plan ‘ Visible to Everyone Manage .. .[publish - 18,

Name in URL alloy-plan Change Languages en .. .|[Fullaccess - &3,

.. .Jundefined - 1873741824

The Access Rights content tree matches content in the Pages tree in Navigation pane, and the Media/Blocks
tree in Assets pane.

Set Access Rights for "For All Sites" @

Restore access nghts in EPiSaerver CMS for tems that you have, for axampie, completely removed
access 0. You can change all rights on all ilems

B Root

Stan

Recycle Bin

EZEm - =

-WW & Aoy Mest

-AloyH-l i Aloy Man

‘Aloy'rno iy Aloy Track

‘wbﬂl S Call o acton
Camrpagrs EREnn Qi Campagrs
Contact portraits L Coreacs portnaes
Customer Zone 4 Custarver 2i0w
Everts Ll Bvents

.N'“ s News

B Swryage 1t Statpoge
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Good practice: assign rights to virtual roles or stored roles,
never to users. If a stored role is mapped, never assign

A55|gnmg access I‘IghtS for content rights to the stored role, always use the virtual role instead.

* Access rights can be set for Set Access Rights for "Root" @
» Content items
» Content types (Create only)

Restore access rights in EFiServer CMS for items that you have, for example, completely removed access to. You can change all rights on all
items

] Rooi|
* Permissions for Functions EWI on
+ Languages (Change only) e
* Access rights can be assigned to
° Users (but don!t) mcns;\m.ms RE'ad Cre'ale Chiﬂge DE\'E[E PuTish Admiﬂsler
* Groups (including virtual roles) ggf:f:::“ oo
* Visitor groups (but only Read ERsueaenassanars (@
access—note the other check boxes /= e e e
are disabled in the screenshot)

There are two approaches to setting access rights:

1. Top-down: Everyone can Read the Root, which is inherited, and then remove Read access to specific
content.

2. Bottom-up: Everyone cannot Read the Root, which is inherited, and then add Read access to specific
content.

Permissions for Functions

dbo.tblUserPermission [Data] + X _
¢ |[%] Y| % | MaxRows: 1000 -|loo

pkiD Name IsRole Permission GroupName

» Administrators 1 DetailedErrorMessage EPiServerCMS
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Assigning access rights for creating content, managing languages, and functions

[EPiServer.DataAnnotations.Access( ’ Default access level for content types and languages is Everyone.
Roles = "NewsEditors")]
public class NewsPage : StandardPage
{ francais - fr
Advanced Define a new website language that should be available to visitors on your website.
Guid 638d8271-5ca3-4c72-babc-3e8779233263
Class name AlloyDemo.Models.Pages.NewsPage, AlloyDemo, Name francais

PublicKeyToken=null

| Enabled

Template icon ~/app_themes /default/images/flags/fr g
Web address prefix fr

Sccessavel Users/groups for creation and

Creale editing -
ange

& NewsEditors ¥ g
& Francophone ¥

& Add Users(Groups
2, Add Users/Groups

Creating instances of Content Types

Makes it possible to control who will be able to create items based on a Page-/Block-/ or Media Type
Some Content Types are too difficult, risky, or seldom used for all users.

Languages
Add users and/or groups that should be able to maintain pages in a specific language branch.

Permissions for Functions

It is good practice to enable Detailed error messages for troubleshooting for any role that can access Admin or
Edit View, i.e. the virtual roles CmsEditors and CmsAdmins. This will make it easier for the user (both editors
and administrators) to understand and report any error that might occur.

Dashboard J®IEN Add-ons
Edit Admin Reporis Visitor Groups

Admin || Config || Content Type

» System Configuration

Permissions for Functions

» Property Configuration Give users/groups access to specific functions in EPiServer.
Securi

b ty Functions in CMS
Permissions for Functions

Allow users to move data/pages between page providers
» Tool Setiings Detailed error for froul
T bleshosting 7 Edit

Allow the user 1o act as a web service user

Permissions for Functions @

Detailed error messages for troubleshooting

& cmsadmins CJ
& cmsEditors L
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Resource Access

Relating users, stored roles, virtual roles, and access rights Roots FEzE
. . All content types Create
SQL Membership / ASP.NET Identity —— Access T : All languages Change

Web.config
Admin WebAdmins << Root* ull <virtualRoles>
Root* Full

\

Eve WebEditors ~ Everyone

Nick NewsEditors ~_ [N —* CmsAdmins <
/ o

News & Events  Full

Recycle Bin Full

N\

I
il

NewsPage type  Create

* CmsEditors
Windows Membership Provider &

VisitorGroupAdmins Visitor Groups

CMSUser Administrators <

e
i X Authenticated,
Custom Membership Provider RecycloBn  Full Creator Root* Create, Change

. . s News & Events  None
Access rights are stored in CMS database.

*By default, all items in content tree inherit access rights from Root, except Recycle Bin.

Web.config

<episerver.framework>
<appData basePath="App_Data" />
<scanAssembly forceBinFolderScan="true" />
<virtualRoles addClaims="true">
<providers>
<add name="Administrators"
type="EPiServer.Security.WindowsAdministratorsRole, EPiServer.Framework" />
<add name="Everyone" type="EPiServer.Security.EveryoneRole, EPiServer.Framework" />
<add name="Authenticated" type="EPiServer.Security.AuthenticatedRole, EPiServer.Framework" />
<add name="Anonymous" type="EPiServer.Security.AnonymousRole, EPiServer.Framework" />
<add name="CmsAdmins" type="EPiServer.Security.MappedRole, EPiServer.Framework"
roles="WebAdmins, Administrators" mode="Any" />
<add name="CmsEditors" type="EPiServer.Security.MappedRole, EPiServer.Framework"
roles="WebEditors" mode="Any" />
<add name="Creator" type="EPiServer.Security.CreatorRole, EPiServer" />
</providers>
</virtualRoles>

EPiServerDB

o bicontencces oal = > [ oo oicortontnguage oo = > I

OlYl » | Max Rows: 1000 - | GlYl » | Max Rows: | 1000 - | oo

fkContentID | Name IsRole = AccessMask fkContentID Content..  Name URLSegment LinkURL

> Administrators 1 63 > n 43f936c9... Root NULL ~/link/43F936C998B...
1 Everyone 1 1 2 2f40bad.. Recycle Bin Recycle-Bin ~/link/2FA0BA4TFAF...
1 WebAdmins 1 63
2 Administrators 1 63
2 Everyone 1 1
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Exercise A2 - Reviewing and creating
groups and users

Estimated time: 30 minutes
Prerequisites: Exercise Al.

In this exercise, you will follow good practice for
setting up authentication and authorization.
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Editorial cycle

If you aren’t familiar with the editorial cycle, the following blog article is useful for understanding it:
http://world.episerver.com/Blogs/Deane-Barker/Dates/2013/12/The-Editorial-Cycle-in-CMS-7/

The major events in the CMS content lifecycle:
1. Create 2.Save 3. Check-in (aka Ready to Publish) 4. Pulblish 5. Move to Trash 6. Delete
1t

How many times will the Save event occur during a typical page editing session?

Warning! Be careful with code in the Save events. These events get called often, and could easily occur
a dozen times during a single editing session. Ensure code that runs during the Save events is both
efficient and idempotent - it can be run multiple times with no ill effects on other resources.

TinyMCE autosaves every 10 seconds and then again when it closes.

The editorial cycle in detail
http://world.episerver.com/Blogs/Deane-Barker/Dates/2013/12/The-Editorial-Cycle-in-CMS-7
http://world.episerver.com/Blogs/Mattias-Lovstrom/Dates/2010/7/Version-state-graph-of-a-PageData-

object/
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Deleting content

All CMS content has the ability to be moved to the Trash.

To view the items in the Trash, select View Trash. A user must
have Administer rights to work with items in the Trash.

After 30 days in the Trash, the next time the scheduled job
named Automatic Emptying of Trash executes, the item will
be deleted. By default it runs once per week.

Admins can select Empty Trash to delete all items currently in
the trash permanently. This cannot be undone.

Admins can select Restore for an item in the Trash to restore
the item to its original place in the content tree.

In Set Access Rights, it is named Recycle Bin. In scheduled
jobs, it is called Trash. In code, Trash is called Wastebasket!

@

85 Root
= Start
Alloy Plan
o[ Alloy Track
Alloy Meet
o[ About us
0 8 How to buy

Search

o ¥

Project Items

Hemm

Start
Alioy Plan

B New Page

ou

42 Edit Approv

Sites Tasks Project Items

a

L} Root
= Start

+

en

Alloy Plan
Alloy Track
Alloy Meet

About us

Versions

@ Today,

you

=

Show Content in Current Language Only

View Trash

Move Page to Trash

Would you like to move the page Alloy Go and its subpages to the trash?

Any incoming links on the web to this page will not work after you move it to the trash.

Move to Trash

WARNING! By default, only members of the Windows group Administrators can use the Trash/Recycle Bin.
Therefore in an Alloy (MVC) website you can’t see content that has been moved to the Trash or empty the
Trash. You must either give WebAdmins access rights, or better, give CmsAdmins access rights to Recycle Bin.

=Ll Sites Tasks Project Items

Empty Trash

About us
& How to buy

Search

@ )| Trash
= =) Root
= Start = (Q )
Alloy Plan
Alloy Track Name Removed By
Alloy Meet Alloy Go Today, 10:15 AM  you
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System Settings

WARNING! Incorrect changes on this page may cause your website to stop responding.

Versioning pages [[Genera |[ 2aring |
Path to CSS file for the Editor
* Pages are automatically versioned as CMS Editors Maximum number of versions 12
change properties and publish content. oo

* Controlling the maximum number of stored versions set in Admin view or Web.config:

<episerver>
<applicationSettings uiMaxVersions="20" ...

* uiMaxVersions = 0 means that unlimited page versions will be kept
* Editors can create a new draft from a previously published version.
* Republication of a previous version creates a new page version.

Recommendation: show the Versions gadget in the Navigation pane.

86

You can select one of the previously published versions (add the Versions gadget to the Edit View to see them

all) and under Options for a previously published page there is a choice New Draft from Here, that when
selected will create a new Not Ready (i.e. Draft) version of the page .

X Previously published ‘Options

Previously published version by
installer,
10/30/12 10:36 PM.

Currently published version by
You, Today 1:47PM View

# Edit the Draft

B New Draft from Here
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Comparing versions

Bt eTem]E]

Start

Select compare mode

[* About us
All P rti
Comparing & Published ~ Ma roperties
On-page
Changes made here will [
‘e Visual

The text beforecafter

This is sometext before after I made changes and added stuff

B +t/|e @ Ea:E

cart
Alloy Track

Comparing & Draft (en) - Today 1:42 PM

Oupdate madified date

y you with & Published (en) ~

B [ publisn:

Today B:07 AM by installer

[#0 copy

According to Start publish date (latest first) | =

Sort index

10

4» © 3 £3 sy

Aty Pan

pwrmg OORRRRIT] Today 11:77 M by you wen @ Publshed (en) = Toddey 9:30 AM by wtah

4 Languages -
A saved
v - ® ooy 1132 4 -

Alic

Visual comparison mode

https://www.david-tec.com/2018/03/visual-compare-option-available-for-episerver-11,

[ Co

Py

87

Compare modes

Toggle the Compare button on the toolbar to activate the compare view, two modes will be available by

default: All Properties and On-page:

* On-page mode allows comparison of content for two different versions side by side.
* All Properties mode allows comparison of properties between versions by highlighting properties that

changed with a yellow background.

Getting the visual comparison tool for Episerver
The package is open source and requires Episerver 11. It is available as a Nuget package. The source code is

available on Github: https:

github.com/davidknipe/VisualCompare

Word of caution

This add-on overrides some core Episerver Ul components involved in showing compare options to editors.
Every effort will be made to ensure this package stays compatible with the latest versions of the Episerver Ul.
But it's something to bear in mind (and test) when upgrading to the latest versions of Episerver.
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All editors work on one common draft version.

Multi-user editing

Admin has made multiple published When Admin tries to change the same page they find it
changes. Boris changes a property that is locked and they see this in their Versions gadget.
saves a draft and he sees this in his Versions They can choose to Edit Anyway:

gadget: B
Versions Versions Bo
Language | Status Saved v By Language Status Saved ~ |By
Last changed by Boris,
en Draft @ Today, you en Draft @ Today, Boris 4 minutes ago
4:34 PM 4:34 PM
en Published Today, Admin en Published Today,  you Boris is currently editing this page, and you

J:27 PM 3:27 PM should wait for your turn so that you do not
. N overwrite each other's changes.
en Previously Today, Admin

P ly Tod
Published 3:21 PM &n reviously 1oday. you

Published 3:21 PM

en Previously Today, Admin

Published 12:01 PM en Previously Today,  you

Published 12:01 PM

4
en Previously Today, installer +# Edit Anyway
Published 11:44 AM en Previously Today,
Published 11:44 AM

Add the permanentEditRetainPeriod attribute with a time span value to control how long you must wait before
permanent editing can be removed by the Remove Permanent Editing scheduled job. The default is 30 days.
In the following example it has been changed to three hours:

Web.config® # X
<?uml version="1.8" encoding="utf-8"2:

SIS

0
& [l<configuration> |m
7 B [configSectionsr...</configSectionss
18 Bl |[cappSettings>...</appSettings:| Language Settings
28 @ .
36 M web>...</system.w Manage Expiration and Archiving
101 & em.webServers. . ST Permanently Mark as Being Edited
127 B rk>.. entityFramework >|
137 B [<runtime>...</runtimes]
382 [ <episerver:»
3e3 [ <applicationSettings
Jeq permanentEditRetainPericd="03:00:00"
385 globalErrorHandling="RemoteOnly” uisafeHtmlTags="b,i,u,br,em,strong,p,a,img,0l,ul,1i"”
3e6 disableversionDeletion="false" httpCacheability="Public” uiEditorCssPaths="~/Static/cs:
a7 urlRebasekind="ToRootRelative™ pageUseBrowserLanguagePreferences="false"
3es uishowGlobalizationUserInterface="true" subscriptionHandler="EPiServer.Personalization.
309 uiMaxVersions="8@" pageValidateTemplate="false™ uilrl="~/EPiServer/CMS/" />

Copyright © Episerver AB. All rights reserved.
Page 89




Episerver CMS - Development Fundamentals

2 1. Module A - Getting Started with Episerver CMS - Editing content - Publishing content D [rubisne |

Last changed by you,
2 seconds ago.

Controlling when content is published

V' Ready to Publish

« StartPublish property and StopPublish property are used by the system || '@ schedle or Publiah
to control when content should be published (i.e. visible to visitors). O Rt in oG

* Content can be scheduled to be published at a later date and time.

* Publish Delayed Content Versions scheduled job checks for scheduled
content and publishes them at the specified time, setting the user who
scheduled it as the publisher in change log. Default interval is one hour. [, ... ..

* Tools | Manage Expiration and Archiving allows setting StopPublish.
When a page passes the expire date, the content will no longer be
considered to be published, and it returns a 404 status code.

* You can retain expired content without cluttering the content tree by
moving it to an archive parent. Archive Function scheduled job checks
for expiring content with an archive parent and moves it. Er ==

91

When content has a stop publish date the behavior of the edit Ul has changed. Previously, a warning in the
notification field would always be visible if stop publish had been set. This has been changed so that the
warning is hidden until the stop publish date is in the near future.

How long before the stop publish date the warning becomes visible is controlled by the
expirationNotificationPeriod setting in the applicationSettings element in the <episerver> section of the site
configuration files. The default is 60 days.
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Assets pane: Blocks and Media

* Lists the Media files and Blocks for a site
(and Forms if you install Episerver Forms)

* Media files can be images, documents, video, etc.

* The same folder tree is displayed for both blocks and media files, so
you can think of the Blocks and Media tabs as being filters that apply
to the shared folder structure.

* Add multiple media files with drag-and-drop from file system.
* Select multiple media files and apply actions to all.

* Drag-and-drop assets from the assets pane to use them in & Move to Trash
ContentArea, ContentReference, and xhtmlString properties.

For This Page/For This Block
» Files located in For This Page/Block belong to only that one specific page or block.

* Unused files, i.e. files that are not linked in pages, can be deleted automatically. This functionality only

applies to files located in For This Page.

* Use the scheduled jobs “Remove Unrelated Content Assets” and “Remove Abandoned BLOBs” in

Admin to remove the unused files and clean up binary stored data.
* Access rights, start-publish and stop-publish on page files are the same as on the page itself.
Files that are not being used only take space on disk!

Best Practice Tip to keep the assets archive neat and tidy: Use “For This Page”!

Tip #1: If working with a file that is to be included on more than one pageg, it is still beneficial to use *

“For This

Page” and upload it twice instead of putting the file in Global Assets. Why? Imagine the following common
scenario: A new file is added to Global Assets and then included in one or more pages. A few months later the
reference to the file is removed from all the pages, but the editor forgets to remove it from Global Assets.
Nobody else will dare to remove the file in case it is still being referenced and it will remain in the archive

taking up space and making clutter.

Tip #2: While developing in a shared project; have a "master” file share configured that everyone uses.
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f49d7f5aedeed_Thumbnail.png
fb02abc973el%ejpg
fb02a6c973e09e_Thumbnail.png
1f3712%aa4b8

eachtd6543c1

fc5fb181377

62el1175c5fcd41dallcd45fhe633d638

e

cks

3 5el
Media asset versions b2} e
3 5f3
3
fyou upload AT enm W’
a media file = e >
® | options ‘ =
i s Q
Wlth the Vesslons ‘ For All Sites ) Alloy Meet
same hame Language | Status Saved v |By | [ElKermit_the_Frog.ipg
it becomes 2;1 B | ook ™ o vt eed syt =
new Previously Today, you
. Published 12:32 PM
version.

dboitblContent [Data] + X

(@ For All Sites

|| Alloy Meet
L Alloy Plan
[ Alloy Track

[ call to action

[ Campaigns

Pm here or click to

S| %/ Y| % | MaxRows: 1000 -loo
pkiD | fkContentTypelD | fParentiD | ArchiveContentGUID | CreatorNam | ContentGUID | lisiblelnMenu | Deleted ChildOrderRule | B *
184 15 2 NULL CMSUser  569455ad-2705-4207-04d8-10e6145¢0eb6  rue False 3 10
- IR LULR] LULR] LY R n A A ‘V
[
File Versions

It is possible to edit files and upload newer versions
Versions gadget shows every version for the current file

versions |

Language Status Saved ¥ By

en @© 8/15/16, you <
Published 1:40 PM =
en Previously 6/14/16, you

Published 12:14 PM
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Uploading media assets

Dashboard [{&lli]
Edit Admin Reports Visitor Groups

Admin || Config || Content Type

w System Configuration
System Settings
Manage Websites
Wanage Website Languages mm
Edit Categories
Edit Frames
Edit Tabs

System Settings @

WARNING! Incorrect changes on this page may cause your website to stop responding

Path to CS3 file for the Editor ~/Static/css, Editor.css

N - Maximum number of versions

w Property Configuration
Edit Custom Property Types #| Unlimited versions

«| Automatically publish media on upload
¥ Security

Permissions for Functions

v Tool Settings

This only affects the initial upload process. When an editor
changes properties of an image like Name and Description
they must remember to publish those changes!

Ways to Upload Files
* In assets pane
» Drag-and-drop files to the currently selected folder

* Using the Upload Files option in the context menu

* Programmatically by using the Episerver CMS API
» Create a custom provider

Automatically publish media on upload

When you upload media, it is by default published (and indexed) even if it is not linked to any content. You
might not want this to happen with sensitive documents.

A system setting is available in Admin to stop media from being auto-published when uploaded. Another
alternative is to upload sensitive documents as media “for this block” or “for this page” and set the required
access rights on the content (i.e. the page/block). The access level on the media will then be the same as for
the content it belongs to. Or upload media as part of a project.
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Paragraph B 7 (as] S E=E=EnRE0E
Version 2.0 integration
Rich text editor
TinyMCE integration is a separate package to
- W [0 ¥ (D 0 B8 G Version 1.0 integration enable gasier .replacer.nent wit.h upgra.des and
B 7 iZ i= styles i) Q = alternatives. TinyMCE integration version 2.0

Planning is crucial to the success
of any project. Alloy Plan takes
into consideration all aspects of
project planning; from

has a modern user interface because it uses
the latest TinyMCE version 4.7.9:
https://world.episerver.com/blogs/Ben-
McKernan/Dates/2018/3/an-updated-tinymce-
package-has-been-released/

well-defined objectives to
ffing, capital investments and

v

| Word Wrap|

Path: p

Episerver Spell Checker for TinyMCE
Install-Package EPiServer.TinyMCE.SpellChecker

the best fit with Alloy Plan.</p>
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* 3rd party Javascript HTML WYSIWYG editor integrated with Episerver CMS with cross-browser support
e Creates clean validated XHTML markup

» Dragand drop files and images to the Editor from the Assets Pane

* Easy for developers to plug into and extend

Episerver only bundles the standard plugins with the editor. So if you have a customer that wants to use a
premium plugin they will need to license that from TinyMCE directly.

First look at Episerver updated TinyMCE editor
https://swapcode.wordpress.com/2018/03/20/first-look-at-episerver-updated-tinymce-editor,

Configuring the editor with version 2.0

We have introduced a new TinyMceSettings class, which can be configured with any setting supported by
TinyMCE, and also a TinyMceConfiguration class, which is responsible for mapping settings to properties on
page types. Here is an example of how to extend the default settings and also how to configure custom
settings for a particular property:

context.Services.Configure<TinyMceConfiguration>(config =>
{
// Add content CSS to the default settings.
config.Default()
.ContentCss("/static/css/editor.css");

// Limit the block formats for the MainBody property of an ArticlePage.
config.For<ArticlePage>(t => t.MainBody)
.BlockFormats("Paragraph=p;Header 1=hl;Header 2=h2;Header 3=h3");

s

Full documentation on TinyMCE is available on http://www.tinymce.com
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== RO+ (D O B Editor Toolbar
B EE s F Q
Huntsville AL Siyes

&5 == @ )|+ 05 @ 0=

Alloy Technol. Header 2 liaborative project management, today announced | =

Customizing the toolbar e e | B EEEe TR
Sweden, Finland and Russia ‘Mn Raw‘ ‘Remu“ P RDW‘ ‘C‘ear Rowsl
You can customize the rich text editor toolbar (1) individually for Inactive tools
each property of each content type or (2) create custom settings to Heda = &
share between multiple properties. Wiscellaneous [ | (2 [0 o] 0] [ ][ <2 ] |
TinyMCE integration version 1.0 can be customized with Admin view  clpeeer s
or by writing code: https://world.episerver.com/documentation/developer- Table T anavie Toois | [ 1| &[]

guides/CMS/add-ons/Customizing-the-TinyMCE-editor,

TinyMCE integration version 2.0 or later can only be customized with /°:stylae;coed by the Tisce iaditor /. |
code: https://world.episerver.com/documentation/developer-guides/CMS/add- el
ons/customizing-the-tinymce-editor-v2, . _

*Block Preview*
editor.css allows you to customize the styles in the TinyMCE i L A—

#858585;
2000002

ily: Verdana;
12px;

dropdown and it gives the editors a realistic preview of the content
instead of having to jump between Edit view and Preview. i

TinyMce control identifier constants

To add toolbar and menu buttons we need to know the string constants defined for these which are listed on
the TinyMCE website: https://swapcode.wordpress.com/2018/04/02/tinymce-control-identifier-constants,

i ko e 4t T el i
Customizing the image editor TR ST SR L g
With the image editor there are functions to crop and resize Crop
. . . . Draw a selection in the image, choose a format from one of the presets or enter
images. By using preset formats you can make it easier for Double-cick the selection or ciick "Apply” to crop the image.
editors to resize and crop to most commonly used sizes on soerd] o 36 | en5 | w01 |+
the website. To customize the preset sizes, modify the + Apply

imageEditor section in Web.config:

<episerver>
<imageEditor>
<sizePresets>
<preset width="250" height="150" />
<preset width="150" height="250" />
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Yes

Requires license

No

Episerver CMS XForms

XForms is Episerver’s older forms technology. Do not use it unless you have to.
»  XForms is based on the W3C standard.

* In Edit view, an XForm property provides a list of XForms that can be selected and the ability to
define new ones.

* The form layout uses HTML tables which is poor practice for modern responsive design.

»  XForms data is stored in Dynamic Data Store (DDS).
http://world.episerver.com/documentation/developer-guides/CMS/forms/xforms-legacy-functionality,

Reasons to use XForms:

* You have to use Episerver CMS 8 or earlier. XForms is a separate package to enable a slimmer
*  You have to use ASP.NET Web Forms. core package if you do not use the feature.

Install-Package -ProjectName AlloyDemo EPiServer.XForms
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Episerver Forms

Episerver Forms is an improved forms technology accessed via Assets
pane in Edit view.

| Install-Package -ProjectName AlloyDemo EPiServer.Forms

* Supported in ASP.NET MVC sites for Episerver CMS 9 or later.

* Form definitions are stored as content in the CMS, in a similar way
to blocks, so they can be treated as content.

*  Form submissions are stored in Dynamic Data Store by default.

» Form elements are included like Text and Selection. Developers can

define their own by deriving from ElementBlockBase.
http://world.episerver.com/documentation developer»guideszformsz
http://world.episerver.com, add-onsgegiserver—formsz

Works with DXC Service | Yes
Requires license No
oo
Blocks Media
Q

a | EPiServer Forms

[# Coupon for contact information
[# E-mail sign up
[ Job Application

Basic Elements
Text

Text area

A number

A selection

Multiple/single choice

% File upload

Episerver Forms videos
Use the following link and scroll down to the Episerver Forms section:
http://webhelp.episerver.com/latest/ online-only-topics/videos.htm

Eplserver Forms

- meeana C @+oe

Email form page
Creating an email sign-up form

Creating a multi-step form :
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Styling Episerver Forms

The built-in form elements have minimal styling rules with the expectation that a developer will modify
the appearance for site application.

You can alter the default styling of a form by directly modifying the CSS file in
wwwroot\modules\_protected\EPiServer.Forms\0.22.0.9000\ClientResources\ViewMode.

http: world.episerver.com documentation, developer»guideszformszcss—styling—and—'avascrigy

Forms and form elements are built on blocks, as you can see in Admin | Config || Content Type

this screenshot of Admin view’s Content Type tab.
» Manage Page Types

Basic and Action form elements can only be created inside a » Page Types

Form container, but Form container is treated as a normal block

type. This can cause confusion if you do not have any of your

own block types, and an Editor tries to create a New Block:

v Block Types
123~ ABC»

[Basic Elements] Text
Dashboard {&] [Basic Elements] Text area
Edit Admin Reports Visitor Groups [Basic Elements] Number

[Basic Elements] Range
ﬂ@ @ [Basic Elements] Url

IY? | New Page
B New Block

[Basic Elements] Selection

[Basic Elements] Multiple or single choice

[Basic Elements] Image choice

Since Form container is the only block type registered, a new [Basic Elements] File upload
instance of it is created without allowing the Editor to choose a [Basic Elements] Hidden predefined value
different type of block!

[Basic Elements] Hidden visitor profiling
[Basic Elements] Captcha

[Basic Elements] Rich text (with placeholders)
[Action Elements] Form step

[Action Elements] Submit button

[Action Elements] Reset button

Forms] Form container
| Please Note [ ! -

Consider renaming the content to something more descriptive than default.

(SN ew form container] |
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Encrypting forms

By default, form submission data is stored as plain text. However, in some environments, the law
requires the encryption of that data.

Episerver Forms can use Azure KeyVault to store the Advanced Encryption Standard (AES) symmetric
algorithm key. Episerver then retrieves the key from KeyVault and uses it for encryption and decryption.
To enable Episerver Forms encryption:

1. Create a secret in Azure KeyVault.

2. Install the Nuget package EPiServer.Forms.Crypto.AzureKeyVault

3. Enable session state.
4

Modify the storage provider configured in the
~/modules/_protected/EPiServer.Forms/Forms.config file, as described at the following link:

’ http://world.episerver.com/documentation/developer-guides/forms/encrypting-form-data

Before the <providers> section, add a <storage defaultProvider="DdsEncryptedPermanentStorage"> element,
and within the <providers> element, specify three Azure KeyVault-related parameters for the cryptographic
engine:

<episerverforms minimumAccessRightLevelToReadFormData="Edit"
sendMessageInHTMLFormat="true"
defaultUploadExtensionBlackList="asp,aspx,asa,ashx,asmx,bat,chm,class,cmd,com,config,dll,exe,hta,htr,htw, jse, json,lnk,mda,mdb,msc,msh,
coreController="/EPiServer.Forms/DataSubmit”
formElementViewsFolder="r/Views/Shared/ElementBlocks"
workInNonlsMode="false™
injectFormOwnIQuery="true"
injectFormOwnStylesheet="trus"
visitorSubmitTimeout="98"
renderingFormUsingDivElement ="false™
serializingObjectUsingNameValueFormat ="true">

<5tﬂr‘age§e"au1tf—‘rauider‘:"DdSEncryptedPermanentstﬂrage"]
<providers>
<add name="DdsPermanentStorage” type="EPiServer.Forms.Core.Data.DdsPermanentStorage, EPiServer.Forms.Core” />
<add name="DdsEncryptedPermanentStorage” type="EPiServer.Forms.Core.Data.Internal.DdsEncryptedPermanentStorage, EPiServer.Forms.Core™
cryptoEngineType="EPiServer.Forms.Crypto.AzureKeyWault.Internal. AzurekeyVaultCryptoEngine, EPiServer.Forms.Crypto.AzureKeyVault™
clientId="Your clientId"” clientSecret="Your clientSecret™ keyIdentifier="Your keyIdentifier™/>
</providers|
</storages

<externalfeed>
<!--id must be unique--»
<!--cacheTimeout is in seconds--»
<!--extraConfiguration is arbitrary s

ing, to provide extra information for loading FeedItem. This used to be null--»>
<l--<feed id="EPiServer"” description="EPiServer Blog posts™
url="http://world.episerver.com/Blogs/?feed=RS5" providerKey="" providerSecret=""
keyXPath="//channel/item/link"
valueXPath="//channel/item/title"
extraConfiguration=""
cacheTimeout="388"
fre=>
</externalfeed>
</episerverforms>

Setup guide #Azure #KeyVault with Azure Active Directory Authentication
https://devblog.gosso.se/2017/11/setup-guide-azure-keyvault-with-azure-active-directory-authentication/
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GDPR and Episerver: Unbundled consent in signup forms
https://www.epinova.no/en/blog/gdpr-and-episerver-unbundled-consent-in-signup-forms/

GDPR

It's common to get the user subscribed to newsletters or promotional offers at the same time as
signing up for events and other reasons. To be GDPR-compliant you must unbundle consent.

Sign up for our event ST T G

By signing up for this event, you also consent to us sending you our monthly email Name

newsletter.
Company
Name Email

Company Monthly newsletter

Email Yes, please send me the monthly newsletter by email

For more information about how we process and protect your personal data, please
see our privacy policy.

General Data Protection Regulation and Episerver

Learn how to leverage your organization’s data to support GDPR compliance. Learn about the impacts,
opportunities and key considerations to prepare for the new data protection law.
https://www.episerver.com/products/features/gdpr,

GDPR compliance audit of the Episerver "QJet" demo site
https://www.epinova.no/en/blog/gdpr-compliance-audit-of-the-episerver-gjet-demo-site

GDPR and Episerver: Storing consent context in submitted form data
https://www.epinova.no/en/blog/gdpr-and-episerver-storing-consent-context-in-submitted-form-data

10 Considerations for GDPR
https://www.episerver.com/learn/resources/blog/peter-yeung/10-considerations-for-gdpr-part-1
https://www.episerver.com/learn/resources/blog/peter-yeung/10-considerations-for-gdpr-part-2
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Reusing content with links

Content can have properties that represent links to
other content, either internal or external to CMS.

« Url represents a single link

» LinkItemCollection represents multiple links

Each link can be to:

Edit link

Link name/text

Link title

Open in

Language

® Page

Media

E-mail

External link

* Internal page

Select Page
* Internal media asset )
Y
* E-mail address &l Root
* External URL = start
Alloy Plan
@[ Alloy Track
[ Alloy Meet
a5 About us

@ @ How to buy

| Alloy Plan [>] ‘

Automatic (default) |~

B ][]

P

All Properties view of LinkltemCollection

Local news @ [ Events
& [ Press Releases
& BBC News

You can drop content here.
You can also create a new link.
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Reusing content with page shortcuts

Determines how the system should respond to a click on Manage Shortcut
the link rendered for the current page. start

. . . i i Alloy Plan
Links can be in a rich text property or in an automatically
generated menu. horteut type No shortcut | -
* No shortcut (default) No shortcut

) . Shortcut to page in EPiServer CMS

* Shortcut to page in Episerver CMS: allows a page to Shorteut to paga on another website

No shortcut, display text only

appear in multiple parts of multiple sites.

Fetch content from page in EPiServer CMS

* Shortcut to page on another website
* No shortcut, display text only

* Fetch content from page in Episerver CMS: allows reuse [
of property values in multiple pages

The following shortcut types are available:

* No shortcut. Creates a link that displays the content you have created. By selecting this, you can also reset
the page after using other types of links.

* Shortcut to page in Episerver CMS. Links to another page on the same website. A visitor who clicks this
link will be transferred to the page you have linked to, and kept within the same navigation menu
structure.

* Shortcut to page on another website. Creates a link to an external page or to a document on the server.
Remember to include the entire URL address, including "http://".

* No shortcut, display text only. Creates a heading with no link in the menu, without displaying any
information or link to another page.

* Fetch content from page in Episerver CMS. Creates a link to another page from which content will be
retrieved into the original page within the same navigation structure. Useful when re-using content on the
website, in which case you only need to maintain it in one place.

Null values

Episerver properties with an empty value are never stored in the database. If you access it from code, it will
always be null - not an empty string, O or false as you maybe expected. Why null? It is by design and is very
convenient if you want to check if something is not set by an editor or does not exist on this page. You just
have to compare with null regardless of data type.

If a CMS Editor enables Fetch content from page in Episerver CMS then any properties that have not been set
will be loaded from the page that the CMS Editor selected to fetch data from.
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Reusing content with shared blocks

Shared blocks allow the reuse of small pieces of content on the website. Drag-and-drop the content to

a rich text or content area property.

= B -

o

5

= ||
M~

iZ i Styles
About us

& Spring campaign

&

Spring campaign

Path: div.epi-contentfragment

5 =l i 0|0 (T 0 5 (e

Products The Company ~ News & Events Customer Zone

Shared blocks are pieces of content that can be reused between sites, while a single original is maintained in

Assets pane folder.

Editors drag and drop shared blocks from the Assets pane onto the content, into either content areas or rich

text areas.

Developers are able to:

applied.

Render blocks differently depending on where they are used, or what display options the editor has

Specify which blocks can be used in particular content areas.
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Reusing content with content areas

Contact Us

Complete the following fields and click Send.

Content areas are
properties that are an
ordered collection of
content references to
pages, media, blocks,
forms, or even folders.

Blocks and forms

Your name

Your message

Large content area

About us

‘ [= AlloyMeet.png
Submit

‘ [ Contact Us
support automatic | Customer testimonat e tase
rendering. ‘ Ea
Pages, medla, and Block L s vo':)eranons Improved hufxr;ass g\mv&«l‘sare
folders need a partial HighTec Inc

content template.

You will learn how to create partial content templates for pages, media, and folders in Module C: Rendering
Content.
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Exercise A3 - Editing content

Estimated time: 20 minutes
Prerequisites: Exercises A1 - A2.
Creating, editing, saving, and publishing content.

In this exercise, you will get an understanding of
how an editor works in the Episerver CMS. You
will create a new page, add some links and
images, and publish the page.
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Understanding types of personalization

Personalization can be for a segment or for an individual, and it can be manually configured by
admins, editors, marketers, merchandisers, or it can be automatic using intelligent algorithms.

- Manual by Humans Automatic by Machine Learning

Segment Content visible to groups, e.g. visitors Search results and recommendations
from a region or who have expressed optimized based on group behavior, like
some interest by visiting a page, or of prioritizing best selling or highest margin

types like resellers or gold tier partners. products, or popular content in a region.

Individual  Content visible to a registered visitor, e.g. Search results and recommendations

their shopping cart, a news feed of optimized based on an individual’s
content they have explicitly subscribed behavior, like searching for blue
to. products, or women'’s clothes.

Personalization helps you strategically target the right products and information to the right visitors, instead
of showing the same content and products to everyone.

Related content from the CMS can be shown to visitors connected to what they have previously viewed, or
what they are buying on a commerce site. Related content includes news, how-to articles, technical support
documents, videos, and any of the content related to the products they have purchased or expressed an
interest in by visiting a marketing or information page.

The idea of personalizing content for a visitor is to show products or information that he might want or need.
The best results are gained when we combine what the visitor wants with what the company's vision of what it
wants to show or sell. This might be based on best margin, the strategic importance of the brand, products
that are overstocked, and so on.

In B2B scenarios, automated re-occurring messages are very common. For example, a company that sells
food to restaurants. Their restaurant customers might always buy milk before 15:00, so a personalized
reminder can be shown when they log in, with direct links to the most likely dairy products that they regularly
order.

A wholesaler where the website customers are mainly returning customers, who order several times a week, it
may not be beneficial to try to get better conversions by recommending best sellers. Instead, recommend
products that they did not come to the website to buy regularly.

To make the most of personalization, you need to have a clear idea what your goal is for your website and
what types of customers you have.

Getting B2B on board with online personalization
https://www.digitalcommerce360.com/2017/03/30/getting-b2b-board-online-personalization
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Understanding Episerver products and services for personalization

To implement personalization, Episerver offers multiple products, services, and features.

- Manual by Humans | Automatic by Machine Learning*

Segment - Episerver CMS: » Episerver Personalized Find: search results
Visitor Groups » Episerver Perform: Commerce product recommendations
» Episerver Advance: CMS content recommendations

Individual « Episerver CMS: * Episerver Reach: personalized e-mail communication and

. event triggers
User Profiles - . . -
) . » Episerver Insights: dashboard for tracking visitors across
» Episerver Social:
platforms
Groups *Contact Sales for availability in your region.

Planning for Personalization within Episerver
https://world.episerver.com/blogs/brain-fuel/dates/2018/4/planning-for-personalization-within-episerver/

Episerver CMS feature: Visitor Groups

Selecting which content to show using Visitor Groups is used a lot. Various customer segments are presented
Start pages tailored for them. To implement this, the first step is to define how, or if, you want to segment your
customers, and do you have different policies or practices for these segments.

Visitor Groups are easy to customize for an organization's data model, and you can use this custom data as
criteria in setting up Visitor Groups. If you already have a CRM system, and there are segments already
defined in it defined by business practices, this segmentation can be integrated into Episerver Visitor Groups
because custom Visitor Group criteria can be created by developers.

You might decide to divide your visitors into vertical segments: service stations, car repair shops, spare parts
dealers, and so on. These would all have their respective Visitor Groups defined in Episerver. Different
customers could see different product descriptions. For example, a retail customer (service station) could see
primarily commercial data about the product while an end-user (car repair shop) would see technical details
about the same product.

This means that the user experience is being optimized to fit the needs of the customer.
Episerver Personalization Portal

The user guide to Recommendations, Mail, and Triggers.
http://webhelp.episerver.com/Personalization

Episerver personalization developer guides
https://world.episerver.com/documentation/developer-guides/personalization
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Understanding user profiles

Some websites allow visitors to register and manage their own user
profile, to remember a wish list or shopping cart, or to subscribe to

Howdy, Mark Price

content notifications of updates.
Mark Price
Episerver CMS includes a user profile feature that can be implemented m CormpnyEPsce |
by using the episerverprofile class and ASP.NET Profile configuration. | re
Abie retting: O Logaut
Eplserver Social Includes group, user' and ratlngs ProductPage Rating Statistics Contact information
micro-services that can be used to implement Al Meet E=
personalization for individuals and segments.
Alloy Plan Last nam
Pric
Alias:
Alloy Track —
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Implementing user profiles with EPiServerProfile class

@using (Html.BeginForm(actionName: "UpdateProfile", controllerName: null))
{
<input name="firstName" value="@Model.CurrentPage.Profile.FirstName" />
<input name="lastName" value="@Model.CurrentPage.Profile.LastName" />
<input name="title" value="@Model.CurrentPage.Profile.Title" />
<input name="company" value="@Model.CurrentPage.Profile.Company" />
<input type="submit" value="Save Changes" />
¥
public ActionResult UpdateProfile(ProfilePage currentPage,
string firstName, string lastName,
string title, string company) . .
{ current.FirstName = firstName;
var current = EPiServerProfile.Current; current.LastName = lastName;
current.Company = company;
current.Title = title;
current.Save();
return RedirectToAction("Index");
}

Add custom properties to the ASP.NET profile configuration, and then get and set through the

TryGetProfileValue and TrySetProfileValue methods:

<profile defaultProvider="DefaultProfileProvider">
<properties>
<add name="Address" type="System.String" />
<add name="ZipCode" type="System.String" />

<add name="Locality" type="System.String" />
<add name="Email" type="System.String" />
<add name="FirstName" type="System.String" />
<add name="LastName" type="System.String" />
<add name="Language" type="System.String" />
<add name="Country" type="System.String" />
<add name="Company" type="System.String" />
<add name="Title" type="System.String" />

<add
<add
<add

*

- E - -E - - - E-E-E-E-E-E

-E-E-E-E-E

[L_Jpublic class EPiServerProfile

public

[inamespace EPiServer.Personalization

: ProfileBase, IQueryableProfile, IQueryablepreference

EPiserverprafile();

[
publi( EPiServerprofile(Profilesase wrappedProfile);

3

public

—_public
_public

public
public
public
public

public

override object this[string propertyName] { get; set; }

static EPiServerProfile Current { get; }

static bool Enabled { get; }

string Title { get; set; }

string EmailWithMembershipFallback { get; }
string DisplayName { get; }

string FrameworkName { get; set; }

string ClientToolsActivationkey { get; set; }
Guisettings EditTreeSettings { get; set; }
List<string> FileManagerfavourites { get; set; }
string CustomExplorerTreePanel { get; set; }
SubscriptionInfo SubscriptionInfo { get; set; }
string Country { get; set; }

string Company { get; set; }

string Email { get; set; }

string FirstName { get; set; }

CultureInfo Culture { get; set; }

string Language { get; set; }

:public

T
static EPiServerProfile Get(string username);
static IList«EPiServerProfile> GetProfiles(string userName);
static EPiServerProfile Wrap(ProfileBase profile);
override void Save();
bool TryGetProfileValue(string profileProperty, out object value);
bool TrySetProfileValue(string profileProperty, object value);

name="CustomExplorerTreePanel” type="System.String" />
name="FileManagerFavourites" type="System.Collections.Generic.List 1[System.String]" />
name="EditTreeSettings" type="EPiServer.Personalization.GuiSettings, EPiServer" />

<add name="ClientToolsActivationKey" type="System.String" />
<add name="FrameworkName" type="System.String" />
</properties>
<providers>

<add name="DefaultProfileProvider" type="System.Web.Providers.DefaultProfileProvider,
connectionStringName="EPiServerDB" applicationName="/" />

</providers>
</profile>
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Personalizing content with visitor groups

Edit Visitor Group 7

Ldagh Cortens 4 yeur wauRe By ¥ CeRAg RS S 888 R LA T8 P T I hE OB 8 BES

Streamlined pla|

“Using Alloy Plan h
and money for our g
but most importanth
increased cuslomer satisfaction
greallyl” - Susan Pelers, Trek
Cyclery

1: Create visitor groups
(and criteria)
...and then ...

2: Use the visitor groups
in pages and blocks

~ Page &

* There are 11 built-in criteria.

* You can install VisitorGroupsCriteriaPack add-
on with 11 more criteria.

* You can create your own custom criteria.

Fuoes sart up mectmgs 10 fiaal

P L
d Time and Place
Criteria

T

-
Get a free licens

Rt o vou e the s

Time of Day

Geographic =
Coordinate
=
Geographic
Location
k.

URL Site Criteria Visitor Groups

Landing URL Number of Visits

Visited Page

Search Keyword Visitor Group

Membership

User Profile

Referrer Visited Category

118

* Personalization can be done for partial pages and shared blocks in a content area, and for any content
in a rich-text editor (property of type XHTML string)

* Personalization is based on Visitor Groups, which are defined as a number of criteria

» Visitor Group Criteria can be defined with logical rules or with fuzzy scoring

* You can develop your own criteria and plug it into the existing criteria collection

* You can preview any page or block as any visitor group by using the view toggle setting

* Built-in reports on which groups visit your site: Visitor Groups Statistics gadget

» Visitor groups can be used as Security roles when setting access rights

Personalization of Pages

Like Blocks, Pages can be personalized. An Editor can edit a page, and click Visible To, and then remove
Everyone’s Read access rights, and add a Visitor Group and give it Read access rights.

Seart
Alloy Track

Name

Access Rights
Set Access Rights for "Alloy Track™ &

e v Pat i st i © T fn 23 wel s w0 Pty B

Name In URL

Alloy Track

alloy-track

Simple address

20isplay in navigation

Visible to Everyone *

A Usesy v, .

Rent Creme Crange Dwels Puoin Aomeww [ B o
Provewn ® ® 2 w % @

A P ® w v @

o P » e 10, 9, Product

v

s Tools

v
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No changes to publish | Options

Personalizing shared blocks

Streamlined
ning

plan

Large content area

~ & Personalized Group

Drop more content here

m

Alloy Track for free sees

B customer testimonial wide teaser

] Alloy Track for free

Streamlined pla

Everyone

Download Alloy Plan

4 Move Down
“Using Alloy Plan ha

Eind a racallar

Done

and money for our O T
but most importantl
increased customer satisfaction
greatly!” - Susan Peters, Trek
Cyclery

)

Streamlineaﬂ -
planning

“Using Alloy Plan has saved time
and money for our organization -

Previewing personalized content

Given the above scenario, this would be the result of previewing the page that the personalized block is used
on and toggle the view setting to see it as the different visitor groups:

p— - - e
B+lel = 0@
Start
Alloy Plan
Work with an Aoy
the best fit with All

of your organization’s needs and find

O None {defauit)

Streamlined
planning

“Using Alloy Plan has saved lime
and money for our organization -
but most impeortantly, has
increased customer satisfaction
greatly!” - Susan Peters, Trek
Cyclery

Find a reseller

Bine tha Allnu Ornduct culta nomw

Download Alloy Plan

Nowninad_inctal and ewshiats tae 30 dsve

Visitor Group Usage Viewer by David Knipe

Bt(el s 0la
Start as t

Alloy Plan

e oo

O Alloy Track for free

. partner to define the scale of your
needs and find the
best fit with Alloy Plan

Find a reseller

Buy the Alloy Product suite now

Download Alloy Plan

Download, install and evaluate for 30 days
ety

%

Laead

https://www.david-tec.com/2017/12/visitor-group-usage-viewer-for-episerver-11/

The visitor group usage viewer adds a new component that shows
the visitor groups that are used on the current content item when

in Edit view.

Install-Package VisitorGroupUsage

e

Visitor group usage
A On this content
Logged in users
Weekend Visitors
W First time site visitors
A1 On content that's referenced

Alloy Track for free
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Benefits of Episerver Advance’s smart content

Content is automatically selected for each visitor

o N Episerver Insight Episerver CMS
based on visitor profile, interest, or work role. EPiServer.Insight.Ul EPiServer.Tracking.PageView
For content marketing: Highly relevant content EPiServer.Personalization.Cms
suggestions are presented on every visit.
For articles and news: Keep visitors engaged and on @ @
the site with content suggestions that are relevant to
topics, and optimized for popularity and newness. [ Episerver Profile Store ]

For intranets and portals: Present information and
documents that are relevant to each employee,
enhancing content discovery and reducing time
spent on information search.

1. Track visitor content views in CMS
2. Request personalized content in CMS
3. Explore visitor journeys through Insight

| https://www.episerver.com/products/platform/personalization/smart-content/

Instead of time-consuming and error-prone rules-based personalization, Episerver Advance makes use of
autonomous personalization - where machine learning based algorithms are used to inject the right content
at the right time for every single visitor.

Personalized content on first page view: Episerver uses contextual data, such as ad clicks, geolocation, and
organization affiliation to present relevant content on start pages, content listings and landing pages.

Automatically surfaced information: For many websites and portals, it is deep content that is most likely to be
relevant to a visitor. Episerver uses tagging and content filtering to surface content that is more likely to serve
the visitor’s needs.

Interactive content drill-down: From the first content selection, visitors are quickly able to drill down into large
content repositories thanks to Episerver’s intuitive guided navigation.

Dashboard CMS 2P @ 7 L Administrator

W Reparts = Config ~ Merch ~ Mail =  Tri Promote -~ Find =  APL datademosite1 Account

Promote

Recommendations Mail Triggers

Server metrics  Conversion *  Search errors  AB tests

Products Widgets

Page types

Orders  Site engagement

ime range Week Month 3 Months [RISERTIFEFERVESTITY Currency GBP v # Export CSV
€ Upda
Total orders 5,574,368 Total revenue £131,198,525.91 Products sold 33,897,978
From Episenver recommendatons 428,326 From Episerver recommendations  £4,054,465.09 From Episerver recommenastions 912,700
From Episerver recommendations 7.68% From Episerver recommendalions 3.09% From Episerver recommendalions 2.69%
View details View details View details

Average order value Average units/order
£30 10

8

£20
3

£10

inc. Episerver exc. Episerver inc. Episerver exc. Episerver
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using EPiServer.Personalization.CMS.Model; // RecommendationRequest, Context
using EPiServer.Personalization.CMS.Recommendation; // IRecommendationService
using EPiServer.Tracking.PageView; // [PageViewTracking]

Episerver Advance API private readonly IRecommendationService recommendationService;

To enable smart content recommendations install these packages and configure your account:

Install-Package -ProjectName AlloyDemo EPiServer.Tracking.PageView
Install-Package -ProjectName AlloyDemo EPiServer.Personalization.Cms

Apply the [PageViewTracking] attribute to all action methods...

public class StartPageController : PageControllerBase<StartPage>
{ and then query the
[PageViewTracking] 4 . y o
public async Task<ActionResult> Index(StartPage currentPage) recommendation service:
var recommendationRequest = new RecommendationRequest
{
siteld = siteId, numberOfRecommendations = 5, // or however many you want
context = new Context { contentId = contentId, languageId = languageld }
¥

var result = await recommendationService.Get(this.HttpContext, recommendationRequest);

https://world.episerver.com/documentation/developer-guides/personalization/advance-api

public class StartPageController : PageControllerBase<StartPage>
{
[PageViewTracking]
public async Task<ActionResult> Index(StartPage currentPage)
{
var siteld = SiteDefinition.Current.Id.ToString();
var contentId = currentPage.ContentGuid.ToString();
var languageld = currentPage.LlLanguage.Name;

var recommendationRequest = new RecommendationRequest

{
siteId = siteld,
context = new Context { contentId = contentId, languageId = languageld },
numberOfRecommendations = 5 //or another number as needed

s

var result = await recommendationService.Get(this.HttpContext, recommendationRequest);

Example block for displaying recommended content on a page:
https://github.com/episerver/ContentRecommendationBlock

Episerver Insight and the Profile Store - Basic Implementation
https://blog.nicolaayan.com/2018/04/episerver-insight-profile-store-implementation

A developers guide to Machine Learning - Tess Ferrandez-Norlander
https://www.youtube.com/watch?v=hjpUHZY5-18
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| http://webhelp.episerver.com/latest/cms-edit/projects.htm

What are projects?

A project lets you manage the publishing process for multiple related content items.

Projects gadget for individuals Projects feature for teams

Accessible to users who add the gadget. Accessible only if it is enabled for the entire site.

Added to your own user interface. Enabled or disabled for the entire site and affects all users.
You need to add content manually to a project. Content is automatically added if a project is active.

When the project is published, the project is obsolete  You can continue working with a project even after some or
and can no longer be used. all items are published.

All project items must be set to Ready to publish You can publish multiple items that are set to Ready to
before the project is published. publish and leave items that are not ready for a later time.
There are no collaboration features. Collaborate by adding comments to projects and items.

Project feature - media assets
Uploaded media that is associated with a project is not published until it is manually published or published
via scheduling, even if the automatic publish for media assets setting is turned on.
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Projects feature for teams

Projects feature is either enabled or
disabled for the entire site and affects all
users, it is enabled by default.

The project interface consists of: the
project bar, the Overview page, and the
Project Items tab in the Navigation pane.
Editing actions automatically associate a
content item with an active project.

To disable Projects feature, you need to
add an entry to appSettings in

‘ http://webhelp.episerver.com/latest/cms-edit/projects-feature.htm

-
= ' a

1=, Family day Options Closa

Pages Sites Tasks |

Famiy day at the Zoo

n

Start

Fanily day at the Zoo Today 1:58 PM, by you
2o . o

Teaser -family day

Start Today 1:49 PM, by you
Thank you! £ oral
£ o
Teaser -famiy da) Today 1:59 PM, by you
Tiger at the Zoo_smalljpg B i v " s
i
Thank you! Today 1:48 PM, by you
o aaciad P

Today 1:59 PM, by you

Tiger at the Zoo_small.jpg
# Ueal

Recent

W eroiect: ramiy day -

Web.config:
<appSettings>
<add key="episerver:ui:IsProjectModeEnabled" value="false" />
http://world.episerver.com/documentation/developer-guides/CMS/projects

Project Items tab and Project ltems gadget show a simplified view of the Projects feature Overview, as shown

in the following screenshot:

=t e
= L5

# Draft

Project Items

=t
=

Start
o/ Draft

[VEr= — o x
[% EPiServer CMS - Edit X
< C 0} | ® localhost:51745/EPiServer/CMS/#viewsetting=viewlanguage:///enBlcontext=epi.cms.project///1 | o
- + O
Pages Sites Tasks

|E| Summer Promotion

Project Comments
Start

Options v| ‘Close‘

Show Comments = =

Start
Z Draft
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Projects gadget for individuals

l http://webhelp.episerver.com/latest/cms-edit/projects-gadget.htm

Create a project from the Projects gadget Projects
menu, and manually add desired content

i (s Christ . 2 -
items through drag-and-drop. ristmas ca

You can prepare the draft versions of the « Bl Alloy Christmas Sales
content items first, and then create the project B Alloy services offers

and add them, or the other way around. [ Alloy Christmas Saled

To be able to publish a project, all included
items must first be set to status Ready to

Publish.

Only available if Projects feature is disabled!

Date Modified (Oldest First)

Alphabetically (A-Z)
Alphabetically (Z-A)

«4 Rename Project By Type 'b

# Delete Project Date Modified (Newest First)

Q

The option to add the Projects gadget, as shown in the following screenshot, will only be visible if Projects

feature is disabled!

All
Content

CMs

Gadgets

Name =

Blocks Displays a list of blocks

Media Media management

Projects Manage projects for the website
Recent Lists items you have recently

accessed.
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What are content approva|s? ’ http://webhelp.episerver.com/latest/cms-edit/content-approvals.htm
Content approvals is a way to make sure o[ Alloy Meet B tow 7
. . ew Fage

that content is reviewed and approved m [ About us X <

s . Cut
before it is published. B How to buy . .

) ) , I Copy
* The reviewers are defined by an & E Campaigns
administrator in an approval sequence. [ search 5 Move to Trash

* One or more appointed reviewers must & @ Customer Zone % Edit Approval Sequence

then approve the content item before it '

can be published. To review content the

user must have Change access rights. From CMS 10.1 to CMS 10.8, the Content Approvals feature

. e . was in beta, so an editor had to be a member of the
* When an editor ha.s fm,shed working on a EPiBetaUsers virtual role to access it. CMS 10.9 and later has
content item, the item is set to Ready for it enabled for everyone. Group support was added in 10.10.

Review.

Sequences and reviewers

An approval sequence can be set up with any number of approval steps and any number of reviewers in each
step. The sequence is set up by an administrator, who also defines, for each step individually, who can
approve a content item.

It is possible to have only one person as reviewer in a step, but it is recommended to have at least two (per
language) in case one of them is unavailable.

As soon as one of the reviewers in a step approves the content, that step is considered completed and the
item moves to the next step in the approval sequence.

When a content item enters an approval step, the reviewers in that step are notified by email and in the user
interface that they have an item to approve.

When the content has been approved in all steps, it is automatically set as Ready to Publish, and anyone with
publishing rights can publish it.

Group/role support was added in CMS 10.10 and later

We recommend that you use small groups because when you assign a group with lots of members, there is a
tendency for everyone in that group to assume that someone else will approve the content. It will also get
annoying for all those group members if you have email notifications enabled, so use common sense.
http://world.episerver.com/blogs/john-philip-johansson/dates/2017/5/introducing-grouprole-support-in-
content-approvals

Ready for Review

© & Marketing UK (2) &)~

Frank Lambert

A
& Marketing (S) {b

Sophie Valdez-Thompson

B Marketing UK (2)
A Michelle Smith

Ready to Publish
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Example approval sequence for a press release

[

on * o
) QP ¢ A d
i  §
Nick the Larry the Carlos the C- Nick the
News Editor Lawyer Ereauiive News Editor
¢ Creates a press *Reviews the * Reviews the * Publishes the
release about a press release for press release for press release
new product legal issues strategy
* Submits it for * Approves or * Approves or
approval declines declines

Vicki the
Visitor

*Reads the press
release

designed by @ freepik.com

Images created by Freepik:

http://www.freepik.com/free-vector/nice-people-avatars-in-flat-design 844761.htm

Copyright © Episerver AB. All rights reserved.
Page 129




Episerver CMS - Development Fundamentals

2 ¥ Module A - Getting Started with Episerver CMS - Managing content - Content approvals

’ http://webhelp.episerver.com/latest/cms-admin/managing-approval-sequences.htm

Content approvals on assets

[

Assets, such as blocks and media (and also forms and catalogues if you
have Episerver Forms and Episerver Commerce installed), cannot have
individual approval sequences. Instead, the content approval sequence is
set on each assets folder, and all assets in a folder have the same
approval sequence set.

The Blocks and Media folders in the assets pane are actually the same
folders in the software and share the same content approval sequences; |’ "m .

Alloy Mest

Allay Plan

the Blocks and Media tabs in the assets pane are merely a way of a
filtering out blocks if you are in the Media tab and vice versa. [ o
Forms and Commerce catalogues have their own structures. e

Editors can drag and drop an unapproved image into a rich-text property Py
but visitors will not see it because the <img src="" /> returns a 404. S

Reviewers, roles, languages, and required comments on approve or decline

It is only the role name that is part of the definition, not the users in the role. The validation to see if a user is

part of a role is made at the moment it is needed. This means that a user can be added to a role or removed

from one and that will affect an already started approval.

To avoid content getting stuck in an approval step if a reviewer is unable to approve, it is recommended that

you have at least two reviewers (per language) in a step.

* An administrator can always approve and publish a page.

* Administrators and the editor who started the approval sequence can cancel the approval sequence at any
step.

* If you have content in more than one language, each language must have at least one reviewer.

* The administrator decides whether a reviewer can approve content for all languages or for specific
languages. Therefore, it is possible to have different reviewers for different languages.

* Administrators can require comments on Approve and/or Decline.

http://world.episerver.com/blogs/Khurram-Hanif/Dates/2017/3/content-approvals-—require-comments-for-

decline-and-approve
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| http://webhelp.episerver.com/17-3/cms-edit/content-approvals.htm |

Content approvals on projects

Content Approvals work 11 Next Alloy Track
with Projects but only on a s L

per—COntent baSiS, and not 1 item selected Hide Comments =} =
for the WhO'e PrOjeCt. ‘ D Iée:lejg:‘n:draliun of Alloy Track Today, 6:575/::;:! ::;IE. = ‘ " ‘

When approving or
declining content you ma Tcation shows a change - ina Today,
have to give a reason for Comment

your action. This comment
W|” be ViSible in the projeCt TT:;?::ZE: sr;:,;;ﬂ;;}éﬂ; a ‘ @ The content was declined by lina Today, 8:57 AM ‘

tells you it is related to content

s Looks good, but the link to the license information

ove ereW |f the content |tem approvals. needs to be updated to the latest version!
in review is associated with Comment
a project.
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] = |
Notifications and tasks No changes to publish

If you have started a content approval sequence by setting an item to

'Awaiting Approval |~ | &

Ready for Review, or you've been set as a reviewer, you receive Draft
notifications in the user interface. =L

. . o . In Review
 The bell icon in the toolbar displays the number of new notifications Ready to Publish

you have; click the icon to display a list of notifications. From the Marked as Being Edited
notification list, you can go to the item that needs to be reviewed. Recently Changed

* If your system is configured to use email notifications, you will also
receive an email; how often these notifications are sent depends on

Awaiting Approval
Declined Requests

the system configuration. e
* To keep track of the content items you have sent for review, items that

are waiting for your approval or items you have already approved, use Awaiting Your Review

Tasks in the Navigation pane. Approved by You

Adding a very large group or role to an approval step will result in notifications being sent out to all the current
members of the group on every step in a content approval sequence. This can have negative effects on the
performance of the server, as well as probably annoy users. Therefore, we have added a new configuration
setting, "ApprovalStepRoleUserLimit", that defaults to 100 users per group. Adding a group larger than this

setting to a content approval sequence, triggers a validation warning, and it also limits the amount of
notifications per group.

Not published yet

Last changed by you, Versions
B aconesin; a[l Alloy Meet Language Status Saved -
| Readyformeview B Download Alloy Meet = In Review © Yesterday,
[ Installing 8:57 AM
‘ [ Freebie en Published Oct 5, 8:31
Mot published yet AM

Awaiting approval for:
4 seconds

== Awaiting your approval

Awaiting approval for:
2 minutes

ST Ty et o = Currently in step 1 out of 2

Requested by You, Today, 2:49 PM

Requested by Andreas, Today, 2:22 PM X Cancel Review Request and Edit ':“"1

@ Decline Changes
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= e L~
B +)[e[al(m] rY
SDuft\tuov Track ® [options | [HI[:Z]
Change approvals S:ir"vgssyAa(rceez‘stgiegrhgspgor;‘sgljsgfztes(%;:;wa\ting approval. Changes cannot be made ¢y oy

Ensure changes that affect the website are reviewed and approved before they are applied, including:
* changes to access rights,

* language settings for fallback and replacement languages,

= content expiration dates, and moving pages and blocks in the structure.

Install-Package -ProjectName AlloyDemo EPiServer.ChangeApproval

When all steps in the approval sequence have been approved, the change is immediately applied.
Change approvals use the same approval sequences as content approvals. This means that if you have
set a content approval sequence for a content item, the same sequence and reviewers are used when
changes are performed on that content item.

Change approvals affects all versions of the page or block, so while one change is in review, you
cannot perform any of the changes that must be approved before being applied.

Example change approval

Tina has been asked to change the order of the products in the Alloy top navigation menu. Since the
navigation menu order is controlled by the order of the pages in the page tree, she moves the Alloy Track page
in the page tree. The Alloy Track page has a content approval sequence defined so the page is not
immediately moved, and Tina sees a message that the move of the page is awaiting approval.

The approval sequence is set up with one step, and both reviewers, Alicia and Carlos, are notified in the user
interface when they log in that Tina has moved Alloy Track and that they need to approve that move. Carlos
now approves the move and the page is moved immediately and the top navigation menu is updated on the
website. If Carlos had instead declined, the page would have remained in its original position.

Approval step

AlloY
= T l > 42 AlloY .
s - - The change is
e — Alloy Track 4 o immediately visible in
: = remains in its o the site navigation
original position Alicia and Carlos are ) menu
) set as reviewers in As soon as either
Tina the Editor wants and cannot be the approval one of them
_to change the moved sequence approves the change,
navigation menu and Alloy Track is moved
moves the Alloy in the structure
Track page
7= =
Start Awaiting your approval Options ||Close|
Alloy Track - Security change s——————————
Name 0Old Value New Value
Inherit settings True False
Access Control List Administrators: Read, Create, Change, Delete, Administrators: Read, Create, Change, Delete,
Publish, Administer Publish, Administer
Everyone: Read Everyone: Read
WebaAdmins: Read, Create, Change, Delete, Publish, WebAdmins: Read, Create, Change, Delete, Publish,
Administer Administer
WebEditors: Read, Create, Change, Delete, Publish WebEditors: Read, Create, Change, Delete, Publish
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What is A/B testing?

A/B testing lets you create variations for a number of page elements (blocks, images, content, buttons,
form fields, and so on), and then compare which variation performs best.

* It measures the number of conversions obtained from the original (control) versus the variation
(challenger), and the one that generates the most conversions during the testing period is typically
promoted to the design for that page.

» A/B testing comes with a number of predefined conversion goals you can use when setting up a test,
and it is also possible for Episerver developers to create customized conversion goals.

» A/B testing is an add-on and requires a separate installation, as it is not included by default in an
Episerver installation. The A/B testing add-on requires no additional license.

Video (5 minutes): https://episerver.wistia.com/medias/zw4482b8h9

’ http://webhelp.episerver.com Iatesgcms-edi;zab—testing.htm

How A/B testing works @
1. When a visitor views content, the visitor sees either the 50 % %
original (A) or the variation (B). A/B testing logs which 25 U4 %
version the visitor sees. If they return to the content, the
visitor sees the same version. If they clear cookies, and '

revisit the content, they are considered a new visitor in
the test.
2. If avisitor clicks on the advertisement, the target page
appears and A/B testing logs the action as a conversion.
3. When the test completes, the version that achieves the

best results (the most clicks) is declared the winner of _ _
the test. A/ Control B / Challenger
- p

4. You can manually pick a winner or the winner is

automatically published when the test completes. '-\ /
Automatic publishing only happens when statistically ® ®
significant. a8 .

60 % of test participants
see A and 50 % see B
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Requires license No

Instalhng the A/B teStIng add_on Browse  Installed  Updates NuGet Package Manager: AlloyDemos

EPiServer.Marketing. Testing % = @ [ Include prerelease Package source; EPiServer NuGets - &t
Use NuGet Package Manager... [E2 episerverMarketing Testing
ﬂ EPiServer.Marketing. Testing by EPiServer, 3.25K downloads 230

...or enter the following command in e Temstoryeur e See Versdon: Latststale 230 -
the Package Manager Console:

(%) Options
Install-Package -ProjectName AlloyDemo EPiServer.Marketing.Testing Description
Create A/B Tests for your EPiServer Site
You will need to update dependent —
packages and the database schema: puthort: e

Date published: Monday, May 15, 2017
(5/15/2017)

Update-Package -ProjectName AlloyDemo -ToHighestMinor
Update-EPiDatabase

Visitor group criterion for A/B testing available for Episerver 11

The Episerver visitor group criterion that allows editors to define visitor groups depending on whether an end
user is participating in an A/B test is now available for Episerver 11.

Install-Package AbTestVisitorGroupCriteria

The package adds a new visitor group called “Participating in A/B test” as shown below:

Criteria
A/E Test criteria

Match | All v
|

Drop new criterion here

Running test Alloy Meet jumbot
Partcpating i A/B test Viewing this version of content Challenger versior| B

Any version

Control version

Other Information Challengerﬂversion

J

Name \Alloy meet hero A/B test

https://www.david-tec.com/2018/01/visitor-group-criterion-for-ab-testing-available-for-episerver-11
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Developers can define their own conversion
A/B testing conversion goals for Episerver CMS goals, aka key performance indicators (KPIs).

There are three built-in conversion goals to choose from (Episerver Commerce adds three more):

1. Landing Page: The chosen page is the one that a user must click on in order to count as a
conversion. Results: Views are the number of visitors that visit the page under test. Conversions
are the number of visitors that clicked through to the landing page at any point in the future while
the test was running.

2. Site Stickiness: Converts when a user visits the content under test and then visits any other page
within the same browser session. Results: Views are the number of visitors that visited the web
page. Conversions are the number of visitors that clicked through to any other page within the
specified time (in minutes).

3. Time on Page: Monitors how long a visitor spends on a page and converts after a specified amount
of time. Views: Number of visitors that viewed the page under test. Conversions: The number of
visitors that remained on the page for the minimum time specified (in seconds).

Landing Page

The selected page is the one that a visitor must click through to in arder to count as a conversion. Results: Views
are the number of visitors that visited the test page. Conversions are the number of visitors that clicked through to
the selected landing page while the test was running.

Visitor navigates to page | Alloy Plan 9‘ | |

Site Stickiness

Converis when a visitor views the test page and then visits any other page on the website within the same browser
session. Resulis: Views are the number of visitors that visited the web page. Conversions are the number of visitors
that clicked through to any other page on the website within the specified time.

Number of minutes until another page is visited | 10 ‘ . |

Time on Page

Monitors how long a visitor spends on a page and converts after a specified amount of time. Views: Number of
visitors that viewed the page under test. Conversions: The number of visitors that remained on the page for the
minimum time specified.

Mumber of seconds visitor remains on the page. 300
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A/B testing landing page goal example

Participation percentage
AS We” as Conﬁguring the goal: IMore participation reduces time to gather statistics and pick a winner.

[10 [2)

Landing Page

The chosen page is the one that a user must click on in order to count as a conversion. |
number of visitors that visit the page under test. Conversions are the number of visitors t Test duration
landing page at any point in the future while the test was running.

_ - [0 | 2 |daves)
Visitor navigates to page | Alloy Meet [<] |
Start test
. .. . (®) Startimmediately
You also configure the participation percentage O Schedule for later

and duration (in days):
Click Start Test:

For All Sites » Sta!r